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CepTupmnkKauus



Tpe6oBaHMA MO cepTUPMKALIUN X epeer

®Cb Poccum
o CK3M knacca KC3
CK3M knacca KC1 (ucnonHeHue VA)
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o MexceTeBOM 3KpaH 4 Knacca
o COA knacca BIl

O®CT3K Poccum

o MexceTeBoi skpaH Tun «A» 4 Knacca
o MexceTeBoi skpaH Tun «b» 4 Knacca
o COB ypoBHA ceTu 4 Khnacca

0 4- ypoBeHb [OBepuA CpencTB 3aWwuTbl MHPOpMaLUU
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MexceTeBoe
SKpaHUpoBaHUe



MexceTeBoe >KpaHuUpoOBaHue TeXHOfecT

o BHeppeHune TexHonorum DPI (KOHTPOAb MPUIOXEHWIA)

o WpeHTudmMkauma nonb3oBaTenem C UCMNOAb30BaAHMEM:

°* Microsoft Active Directory

* Captive Portal c LDAP kaTanorom (,\

o [loBbllueHMe npousBoauTeNbHOCTU M3

o EOMHbIM npeHTudukaTop npasun M3
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NpenoTBpaweHue
BTOpXeHuin (IDS/IPS)



NpepoTBpaleHne BTOpPKEHU TEXHQge

@ ViPNet Coordinator VA

(©) 3abnokuposaHo IPS

Kop coGbiTUR 142 - 3a6nokupoaaH IPS NOACMCTEMOR Kak BPeAOHOCHbIRA

JKypHan pervcTpaumu IP-nakeToB

O6paboTka No NpaBMNam NpeloTEpalleH A BTOPXKEHUR CsodcTea IP-naketa
@uneTp IP-NakeToB ¥ Pe3ynsTaT pUNbTPauMu B wHTepeane ¢ 01.07.20: ﬂ Iil | () ‘ MokasaHo 16 3anucen | @
Mpasuno: "AM WEB_CLIENT NETGEAR WMeTounumic 66.254.33.10: 50418

ProSafe Metwork Management

Y = ronbsoear.. Mpunoxexude MpuknagHei npoTokon HasHaueHwe: 192.168.1.200: 80 Pasmep CobbiTve OuUnbTpbl U Npasuna
System Arbitrary file download”
(O [« Herpanmsix | HemasecTHo TpaHCNOPTHBIA MPOTOKON: 6-TCP 366 142 - 3a6noknpoBat IPS .. "AM WEB_CLIENT NETGE...
B Ipynna: web_client

@ [& Herpganksic HewapecTHo o CeTeBoH MHTepdenc: eth2 366 142 - 3abnoknpoeaH IPS .. 'AM WEB_CLIENT NETGE...
Knacc npaeuna: web-application-attack

@& Herpsurox HemssecTHo HTTP Hanpaenexne: [« BropAwmi 366 142 - 3abnoknposaH IPS .. "AM WEB_CLIENT NETGE...
WoeHTUDUKRATOP: 1.3001501.12

O« Herazrnoix Hemssectro HTTP Tun OTKPBITBIA 366 142 - 3abnokmposaH IPS .. "AM WEB_CLIENT NETGE...

() [€ Herpanksiz  HeuspecTHo HTTP PeaynbTat aHanuaa Tun agpeca: OaHoaApecHsIA 366 142 - 3abnokuposaH IPS .. "AM WEB_CLIENT NETGE..

O [« Herpanseic HemssecTHo HTTP MNoNbaoBaTens CeTH: HeT AaHHbIX TpaHcnsLmA HeTpaHCAMPOBaHHbIR 366 142 - 3abnoknposan IPS .. "AM WEB_CLIENT NETGE..

& HeT fanHbiX  HeMaBecTHo HTTP 366 142 - 3abnokvpoBaH IPS .. "AM WEB_CLIENT NETGE...

or A MpunoxeHHe: unknown Ethernet-npotokon: 800h g .

G« Heraznnsix HewasectHo HTTP _ 366 142 - 3abnoknpoBaH IPS .. "AM WEB_CLIENT NETGE...
MpUKN3AHON NPOTOKON: HTTP

[« Her naxmbix  HemseecTHo HTTP 0 67 - OTmeueH IPS nogeue... 'FTPP FTP INVALID CMD"

e [« Herparsoix HemssecTHo HTTP Arperalva NakeToB 3a MHTepBan 366 142 - 3abnokuposaH IPS .. "AM WEB_CLIENT NETGE..

@ [& Hernaniox HewssecTHo HTTP Hauano uHTepeana: 16 Aer 2021,17.03:16 366 142 - 3abnokupoBaH IPS .. "AM WEB_CLIENT NETGE..

(O [« Herpanksic  HeussecTHo HTTP KoHel| WHTepBana 16 Aer 2021, 17:03:16 366 142 - 3abnokvpoBsaH IPS .. "AM WEB_CLIENT NETGE..

(O [& Herganksix HewapecTHo HTTP KONW4ECTES NaKeToR: 1 366 142 - 3abnokvpoBaH IPS .. "AM WEB_CLIENT NETGE...

e [« Her panmsix HewseecTHo HTTP Pasmep: 366 GalT 366 142 - 3abnoknpoeaH IPS .. 'AM WEB_CLIENT NETGE...

() [e Herpankoix  HenspecTHo HTTP 366 142 - 3abnoknpoeaH IPS .. 'AM WEB_CLIENT NETGE...

G« Herazrnsiz HewssectHo HTTP 366 142 - 3abnokupoBaH IPS .. "AM WEB_CLIENT NETGE..

BENOKMPOEaTE
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Kpuntorpa¢ua (VPN)



TeX H infotecs

Kpuntorpa¢ma (VPN) % T QeCT

o «Ky3Heunk» n «Marma» (FOCT 34.12-2018, TOCT 34.13-2018)
o TOCT 28147-89 pna obpaTHOW COBMECTUMOCTMU

o IPlir 6 - npoTokon 6e30MacHOCTU CEeTeBOro YpPOBHSA

TK 26 P 1323565.1.034-2020 «UHOOpmMaLMOHHAA TEXHONOruA. <1~
Kpuntorpadmyeckaa 3awmTta uHPopmaumu. MNpoTokoa 6e30MacHOCTH
CeTeBOro ypoBHA»

11
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Knactep BbiCOKOW
AOCTYNHOCTH
(HA Cluster)



Knactep BbiICOKOW AOCTYMHOCTM TeXHeseer

o bBbICTpoe nepeknw4YeHWe KnacTepa No nortepe

CBA3U U NUTAHUA J

o CMHXpOHM3aumnAa ceccun M3 B KnacTepe

o BupTyanbHbin MAC-agpec pnAa knactepa =
o CUHXpOHM3aLUMA BpeMeHU NacCUBHOro y3na - }
KnacTepa

o MuHMManbHoOe BpeMA nepekJInvyeHUA KiacTepa
COKpaTUIOoCb A0 1 ceKyHAbl

13
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YnpaBaeHue
U MOHUTOPUHT



B3aumopeuncrTeue TEXHQaes

C BHeWlHUMUN CUCTEMaMMm

ViPNet Prime
Center Module Module
! ! ! | ! |

Policy

Manager
Module

L]

MepBun4yHasn YnpaBneHue MoOHUTOpPUHT Mepepaya
PoneBaa mopenb YnpaBneHue o
MHUUManmM3auma CBA3AMMU, COCTOAHMUA cobbiTnii

JInueHsnposBaHune NoINTUKaMMU <
YyCTpPOUCTB KJI04amMu y3/5108B IPS n FW

4 4 4 4 1 1

ViPNet Coordinator HW 5

15
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U3MeHeHne poneBOU Moaenu % DECT

ViPNet Coordinator HW 4

o [llonb3oBaTesb

o AAMWUHUCTpaToOp Yy3na

o AAMUHUCTpATOp rpynnbl y3/,10B
o AIAMWUHUCTpaTOp CeTHU

(==,
o=

ViPNet Coordinator HW 5

JlokanbHble y4YeTHble 3anucu:
o AAMUHUCTpaTOp
o AyauTop

.

LleHTpann3oBaHHbIE y4YeTHble 3anucu:
o HeorpaHu4eHHOe KONYeCTBO
o AgMuHucCTpaTop/AyanTop
o Single Sign-0On (SSO)
o WHTerpauma c AD 4epe3 Prime
16



Pa3sBuTHE pOJieBOI Mogenw TeXHepecr

e CUCTeMHble U ceTeBble HaCTpOVIKM

C Nncrema e [lpuknagHbie CepBUCHI

Ma e YNpaBaeHne ¢unbTpamu
e 334aHMe NpaBwuI TpaHCAAUUN

VPN e PaboTa C kAw4eBOU MHPopmaumnen
e YnpaBneHune VPN cepBucamu

IPS e YnpaBseHue bBPIl
e PaboTa Cc cobbiTUAMHU

17



MOHUTOPUHT

ViPNet Network Visibility System

MOHUTOPMHI

E Wndonanens

ﬂl JKypHan cobbITri
% ‘YeTpoicTea

HacTpoikn

30 COOPWMKN AAHHBIX

Q ‘Yeepomnenun

MoppaspensHue

LR
‘ Bee nojipaajiencHmus

Ounuan TexHohect

WHiponaHens

300pOBbe YCTPOUCTE

® 30K
@ 1 Mpofinema

0 He onpegenexo

HepocTynHble koopauHaTopbl W xFirewall

0

MOHWTOPUHT YCTPOUCTB

® 6 HacTpoex
® 0 HeT cBopwmka
1 Boikmioued

TeX H infotecs

] techfest~ | @~

(O Toneko usbpanHbie yeTpoiicTea  OGHOBNATL Kanble 30 cekyHA v G OfHoenexo B 14:01:18

YcTpoicTBa ¢ cO6bITUAMM 3a NocneaHue 8 yacos

07:00 08:00 09-00 10:00 11:00 12:00 13:00 14:00

YCTPOACTEA C NPeAYNPEXAEHHAMM @ C OWHGKaMKH @ C KDUTHYECKMMM OWHBKaMK

TOM-10 ycTpo#CTB C OLIMBKAMM 32 NOCNELHMIA Yac

HeT ownBoK 3a NocnefHwi Yac.

2023 =

decT

18




TeXHOfeeT

HW 4 HW 5
Pe3epBHoe

KO" M po B a H M e AB;'g,ﬂ_/lp;rign%aecgag
KOHpUrypauuu

Yhanénuwiii

3KCNopT yepes
Webuzt

NlokanbHpi NlokaneHi
SKCnopT Ha USB 3KCnopT Ha USB
(Yepes CLI) (4Yepes CLI)

19
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JinyueHsunpoBaHue



HoBasa cxema nuueH3upoBaHUA TeXHeseer

ba3oBas
JINLUEH3UA

AHTUBUPYC

HW50/100/1000/2000/5000
VA100/500/1000/2000 21
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Kpuntorpadua (VPN) % T QeCT

o TexHonoruyeckuin VPN He nuueH3upyeTcs
 (CBA3b C cuUCTeMOM yrnpaBieHUA Bcerga akTUBHA

o JluyeHsna Ha VPN (akTuBauusa, CpoK AencTBuA)
*  TyHHenupoBaHune (L3/L2) IPsS
M3 HA-
« Kon-BO TYHHenei He orpaHu4uBaem ST
* Peructpauma ViPNet knuneHTOB

22
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MexceTeBOM 3KpaH %2 ¥ DeCT

MexceTteBo 3kpaH (SPI)
He nuueH3upyeTca (Bcerga akKTUBUMPOBAH)

JIMueH3MA Ha mMoAyJ/ib KOHTpoOns
npunoxeHunii (DPI)

*  AKTMBaAUMA, CPOK AEWCTBUS

o M3 HA-
BCTpoeHHbIN MPOKCU-CepBep Cluster

He JZinueH3unpyem

ba3oBasd
e AHTUBUpPYC

23




MpenoTBpaleHne BTOPXKEHW TEXHQges

(IDS/IPS)

o JluueH3ua Ha moaynb IPS
* AkTuMBauuA
* CpokK pencTBusA

o Mopgnucka Ha o6bHoBneHua BPIM 5 HA-
Cluster

* CpokK pencTsusA

ba3oBasd
e AHTUBUpPYC

24




HA-Cluster u AHTMBMpYC X edecr

o JlnueH3anMpyem Ha KnacTep Ana Bcex
ncnonHenmnin (HW mn VA)

o Moaknw4veHune BHewHero aHTuBupyca (ICAP)
He NuueH3upyeTcs

0 BcCTpoOeHHbIA aHTUBUpPYC*: IPS

* 3aKa34yuK CaMOCTOATeNbHO npuobpeTaeT M3 o
uster
JIMUEH3MI0 Ha aKTUBaLUMK M OBHOBNEHUe

ba3soBas
AMUEH3NA AHTUBUpPYC

25
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UCcnonHeHUs



AnnapaTHble naaTGopMbl TeXHOfeeT

\/C,qenaHo B Poccun! ‘/3ameHa ana 1000-5000-x nnaTtdopm

‘/O,u,MHaprM WAN CcABOEHHbIn Bl ‘/B peecTpe MuHnpomTopra Poccuu

27
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XapakTepucTtuku naatopm 5 S QeCT
UcnonHeHune NMnatdopma UHTepdeincbl (Meab) UHTepdeichl (onTuka) bBnok nuTaHuA
HW1000 HW1000 Q7 6x R3J45 - 1x 250 W
HW1000 C HW1000 Q8 8x RJ45 - 1x 250 W
HW1000 D HW1000 Q9 8x RJ45 4x SFP 2x 300 W
4x SFP
HW2000 HW2000 Q5 4x RJI45 Ax SEP+ 2X 300 W
HW5000 HW5000 Q2 4x RJ45 8x SFP+ 2X 300 W

o bonee npoussoguTenbHole CPU
o YBenundyeH obbem RAM (4/16/32/64 Gb)
o YBenuyeH obbem SSD (4 Gb) m HDD (1/2 Tb)




TEXH@)inftecs
loaaepxka annapaTHbIX naaTdopm Hopeer
ViPNet Coordinator HW50 ViPNet Coordinator HW1000
o HW50 N1/N2/N3/N4 *** o HW1000 Q4/Q5/Q6

o HW10e00 Q7/Q8/Q9 Nt

ViPNet Coordinator HW100
o HW100 N1/N2/N3 *** ViPNet Coordinator HW5000
o HW5000 Q1

NEW
ViPNet Coordinator HW2000 o HW5600 Q2

o HW2000 04
o HW2000 Q5 MW

29



ViPNet Coordinator VA X O pecT

o KVM, QEMU-KVM wu Libvirt MVM

o VMware ESXi
o VMware Workstation

o Microsoft Hyper-V Server

o Oracle VM Server

o Oracle VM VirtualBox ORACLE
Voo
VirtualBox W2

30
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Cnacubo
3a BHUMaHue!

MognucbiBanTecb Ha HalWW COLCEeTH

= O
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