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CaMmocToAaTeNbHble
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MobunbHble

TLS Gateway
PKI Service

PKI Client
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3a4yem
MCNoJsIb30BaTb
KpMnTobubnnotekwm

Ana pa3paboTku COOGCTBEHHbIX
nporpaMm M CO34aHUA paclMpeHui
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JTO npoue 1 pgewesne,
3aL|EM YeM NuMcaTb CaMOCTOATE/IbHO

MCNnoab30BaTb

Korga notpatun 4 4aca Ha

Kp““TOGMG"MOTe KU co3gaHue GyHKLUK, a NOTOM 3paboTke

HaLLEn 6nbnmMoTeky, B KOTOPOKM OHa

peannm3oBaHa rnpowe 1 aydLle:

NHTepecHo
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3ayem
UCNONb30BaTb OHM nomorawT
KpUnTobMbamnoTeKku paspaboTynkam

BeperyT BpemAa pa3paboTkwu

CNOXHO HenpaBW/IbHO WUCMONbL30BaTb
PeannsywT CWUJbHYHW KpunTorpapuu
KpoccnnaTtdopmeHHble

Mcnonb3ywT cTaHAAPTHble MHTepdeicChl




Kpuntobnbnmotekn UHPoTeKC

CSP
O—yr

ViPNet CSP
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SL

ViPNet OSSL
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ViPNet
JCrypto SDK
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ViPNet
CryptoSmart



Kakon ecTb QYyHKLMOHanN

Pabota c 3N XawmpoBaHue

e TOCT P 34.10-2012 e TOCT P 34.11-2012
3auuieHHble PaboTa C KJjw4YamMu
coeaguHeHuA Ha BHEWHUX YCTpPOMUCTBAX
e TLS 1.2 * Rutoken

e TLS 1.3 ¢ JaCarta

° u ap.
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linppoBaHue

* TOCT P 34.12-2015
* TOCT P 34.13-2015

NMopnepxka OC

@O®®@



Kakon ecTtb ¢yHKUMOHaN TeXHeSeeT

= < i

dopmaThl UHTepdencoi NMpoTOKObI
e« CMS * OpenSSL e TSP

e PEX * PKCS#11 e« OCSP

* XMLDsig * Microsoft CryptoAPI . TLS

* CAdES * INI/JICA

* XAdES

X.509



TeX |—| @ infotecs
2022 QmeCT

CSP VviPNet CSP
O=yr

Ana Tex, KTo pa3pabaTbiBaeT MO0 noa Windows
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ViPNet CSP
Kpuntorpadma onAa rpaxgaH u ans AKTyaﬂbeIe BepCuUun
BCTpanBaHUA ViPNet CSP 4.4.2 (Windows, Linux)

ViPNet CSP 4.4.4 (noka Windows)

e 6
104 N Hosoe B Bepcun 4.4.4 Win

Ana éusunyecknx nuy Ana pa3paboTynkoB

Mopganepxka Windows 11
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®EJIEPAJIBHASL CJOYKBA BE3OINACHOCTH
POCCHIICKOI ®EEPAITHH

Cuerema ceprudnrammm POCC RU.0001.030001

CEPTU®UKAT COOTBETCTBUS

Perucrparmonbiii nomep C /124-4103 or " 10" _aseycma 202{ r.
Heftctautenen o " {0 " aezycma 2024 r.
BI!LZ[HI[ ARITHOHE) [ CTE k3 MallHOHHbIE HH  H K HOHHBIE
CHCTEMbI®.
l-lacTauaumﬁ cepmtl)umar ‘iy,aocmaepne'r, UTO _CPE/ICTBO KPHITOL] i Thi_HH|

Bep EHHS 3. 4 .

chopayaspy OPKE 00106 07 30 01 MO

coorsercreyer  Tpefosaumam K epefictpaM  kpuntorpachieckofl  sanprni  pidopManin,

npe HbIM AIATEL  MH H, He ¢ el ceejieHmi TABIAIONTHY
Toc; HYI0 TaiiHy cca KC1 HMCIOIHEHHH acca KC2 CTIOIHEHHI 2

K KC3 JIHEHi Tpetona CpeeTRa HHOH 1o/

yTI EHHEIM 11 CE Poc 27 ne 2011 r. Ne HOBJIEHHBIM
iac a2 M TeHmi 1 a KC2 CHIOTHEHIH 2 cca KC3

He 3 JKET _MCTio k| HIeCKoi 1 (coanam

i) Kioyesoii Malipeii, opapue il HBIX, CO, CA B obAacTIx

QUEPATHBHON NaMATy, BLIYMCICHHE MMATOBCTABKY Juin chafifon B Januuy, cOIepKANHXCA B obaacTax
QUEPATHBHON NamMsTy, BRYMCIEHHe 3HAYeHUA Xa1-byHKIIE 119 dailaos 1 aannbx COAEPHAMNXCA B

X onepa NAMATH TLS-c Hit Haa HKIHE  3jle
B COOT iu ¢ DeflepagpubM 3axon anpens 2 . Ne 63-@3 <06 »
NOANHCHS © IHE  3JIEK] TIOJNHCH KA SJIEKT H MONNHCH, CO3JAHNE KII04a
HHOIT co3j1a; M0 NMPOBEpRH  SJeKTPOHNC NoANHCH H, He
cofepsaniefi cRefieHnil, COCTAB/IAIOUINY TOCYAADCTEEHAVIO TailHY.

CeprudHrar Bmgan Ha oOcHOBAHHE peaybTaTon npoBejenusix _OGECTBOM ¢ orpanHyeRHoi

TEEHH Cb Jlaboparopuas
cepTHRHKANNONHLIX  Helbiranmii  o6pasuos  npogykmmm  _ NoNe 637/1-000506, 637 J1-000507,
637 A-000508, 6371-000509, 637 1-000510, 637 1-000511.
B b ofecnieunnaercs OpH  wenodbsopanun  CK3W p  coorserctemn ¢

Tpefopat uauﬁ aKen "I)aI AIHOHHOH fokyMenTammm coraacno dopMyaapy GPKE.00106-07 30 01 ©O.

3amecTHTenk pykosonnTens Hayuno-rexnnueckoii
CaykObl — uayansunk enrpa samuret andopman
H cnennansHoi ceasn ®CB Pocenn

e egeeT

ViPNet CSP 4.4.2
ceptuémumposaH O®Cb Poccum
no knaccam KC1i, KC2, KC3

Ao 10 aBrycrta 2024 ropa

ViPNet CSP 4.4.4 nony4un 3akjw4veHue
®Cb Poccum no knaccam KC1l, KC2, KC3

Ao 28 ¢eBpana 2026 ropaa

CepTudukaT B npouecce odpopMsieHUA
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0S /3
Jap ViPNet OSSL

Ana Tex, KTO pa3pabaTbiBaeT MOOW/IbHble U CepBepHble
pelweHuns
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ONA KJMEHTOB ANA cepBepoB

#ARACHE O stunnel

(I)yHKU.MM noanucu u mmq)poBang Ha O TUOKOCTb B Bbl60pe MeCTa YyCTaHOBKM
KANEHTCKUX YyCTPOUCTBAX O pacnapanjenuBaHue npoueccoB
HYXHa oueHKa BJ/IMAHUA

He HyXHa oueHKa BAUSAHUA!




° TeXHiﬁ-f_aecs
JinyeH3npoBaHne ViPNet OSSL w2 SeCT
AnAa cepsepoB Ina KnAneHTOB
:
. =
o —
1 nueHsuA — AeckTon MobunbHble
1 ycTponcTBO

1 nuueHsua - 1 nuueH3una -
1 ycTpo#icTBO 100 ycTpoucTs
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MecTo AanA
cepTudukaTa

TEXH@ iaiec
2022 Q@ ecT

CepTudmukauma

Ckopo

JlOKyMeHTbl Ha pPacCMOTPEHUN Yy
perynsTtopa
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J2 viPNet JCrypto SDK

[na Tex, KTo pa3pabaTteiBaeT 0 Ha Java
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ViPNet JCr\ypto SDK Ucnonb3syeT ViPNet OSSL

KaK Kpuntoaapo

KpuntonpoBangep Ha Java
o Kpuntorpadpuyeckune QyHKUNU

o JlnyeH3npoBaHue

B npouecce cepTupukauunu
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m ViPNet CryptoSmart

Ina Tex, KoMy HyxeH FOCT B 6noK4YeiHe
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ViPNet CryptoSmart

Obecne4yuBaeT

Y 3auuT KOHOUnAeHUna1bHbIX dHHbIX
CK3W pna 6nok4YeinH-nnatpopm wnTy duaeHy A

Ha 6a3e Hyperledger Fabric Hpnanyeckyw 3HAYMMOCTb TpaH3aKUWUR
MHTerpauuw c oTevyecTBeHHOM PKI

CooTBeTCcTBME TpeboBaHuAM [K3-2005

B npouecce cepTupukauunu




bubnnotekn UHPoTekc XS eeT

ViPNet ViPNet

OpMbl OpMbl OPMbl OPMbl

@0 [@0@@®] @0®

MSP
MS CryptoAPI gKgizéi ;Eéé;iﬁ NetCSP
P BCCSP Lite

KC1-KC3 KC1-KC3 KC1, KC2

oXuaaem B oKTabpe elue Her oXuaaem B OKTAbpe




TeX H infotecs

MNoapobHaa AOKyMeHTaUMUSA e PeCT

M npumepbl Koaa

PYyKOBOACTBO aAMMHUCTpaTOpa

WHdopmauma o6 ycTaHOBKE M HacTpoiike
ana paboTbl co cTopoHHMM [0

CNpaBOYHUK GYHKLMUM

OnucaHue ¢yHKUMKA M MX NapameTpoB

PyKoBOACTBO pa3paboTymka

CBefeHuAa o paspaboTke C MOMOLbH
oubanoTek

Mpumepbl

Mpumepbl Koja c obpaweHuem K
nepeyncsieHHbiM GyHKLUAM

+ lpunoxeHuAa AnA TeCTUpPOBaHUA
BO3MOXHOCTeW
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Kak BbiopaTb API



npegHa3HayeH AnA pa3paboTynMkos
NpUIOXeHUn Ha ocHoBe Windows

lMo3BONAET UHTerpupoBaTbCA C
npunoxeHnammn Microsoft,
BCTPpOUTbCA B MexXaHu3mbl OC

infotecs

OpenSSL

MCNONIb3YyeTCA MpPaKTUYeCKn BCEeMU
ceTeBbiMU CepBepamMu ANA 3aWuThl
nepepgasaemon MHGOpMaLuu

MOXHO WCMNOAb30BaTb Ha pPa3/INYHbIX
A3blKax MpPOrpaMMUPOBAHUSA

KpoccnnaThopMeHHOCTb

EO®®@
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OcobeHHOCTW
cepTudpmukKaumm



OcobeHHOCTU cepTUPUKaALUN

BcTpauBaHue

CK3WU

)

TeX H infotecs

2022 GQeCT
OueHkKka BAUAHUA 3aKJil4eHune
M)
CK3MU

_ 9
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K HaM 06pa|.|.|a|'0TCF| Ncnonb3oBaHWe B CBA3Ke
C nginx wunan apache
Nno BOMpoCaMm

3alWMTa KaHana mMexay KJANeHTOM
N cepBepom

BcTpanBaHMe B Monb3oBaTeNbCKoe
npunoxeHne ana wiuppoBaHUs
$annoB M dNeKTPOHHOU MNOAMUCHK




Kak moxHo nonpo6oBaTb TEXH@ e

3abpaTb Ha caWTe BCe, YTO BbUIOXEHO B OTKpPbITbIA AOCTYN

ViPNet CSP (Windows)
ViPNet OSSL (Windows, Linux)

KynuTb nnu B3ATb Ha TecTbl: soft@infotecs.ru

NWnn MOXHO NMUCaTb JIMYHO MHe
Arina.Em@infotecs.ru

30
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ECain oCcTanocChb
Bpems
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lpunoxeHue
c ViPNet OSSL

MoopobHee - Ha Hawem cTeHae

32
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bynem Ha cBA3u!

ApnHa 3™

e-mail: Arina.Em@infotecs.ru

NoAnucbiBanTeCb Ha HallM COLCeTH

https://vk.com/infotecs news Eé !%E https://t.me/infotecs news
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