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TEXH@)iffotecs
UHPopMauma o Pusnyeckux nuvuax Hopect
MB/, ®HC
o [laHHble O AENCTBUTENBHOCTM NacnopTa o WHH (Ha ocHOBaHWM gaHHbIX O daMuamuy,

NMEHWN, OTHeCTBE, NAaCNOPTHbIX AaHHbIX U

o [laHHble O AeACTBUTENILHOCTM NacnopTa, aTbl POXAEHMS)

O perncrtpauynn, o Haanudmnm

MHOCTPaAHHOrO rpaXaHcTBa o CooTBeTcTBME NACNOPTHBIX AaHHbIX 1 NHH
®J
NnopP
o [aHHble n3 gokymeHtoB 3AIC: 0 poxaeHnH,
O ,ﬂ,aHHbIe JNueBoOro cyeta B cucreme O 3aKJIFOUeHUU 6paKa, O PaCTOpP>XKEHNU
NeHCMOoHHOro ctpaxoBaHua no CHUJIC 6paka, 06 YCTaHOB/NEHWE OTLOBCTBA, O

o CHWANC no ®NO, mecty poxaeHus, NepeMeHe MMEHN, O CMepTH

MacnopTHbIM AaHHBIM o 06 yyactm pr3myeckoro anua B
FOPUANYECKMX TNLAX B KauecTBe
pyKoBoAMUTeNs, yupeamnTens (y4acTHUKa)



WHdopmauma o wpuanyeckux nuuax

MuHrocT

AaHHble 06 HKO, dmnnanax n npeacraBuTeNbCTBaX
MHocTpaHHbIX HKO

Poccrar
I,£|,aHHbIe O nop,pa3p,eneH|/|ﬂx I-OpI/IAI/Il—IGCKI/IX nngy

[laHHble rogoBoV GMHAHCOBOW OTYETHOCTU

Pocpeectp

,ﬂlaHHble (0] npaBoo6J1a,u,aTene obbekTa
HeABMXNMOCTHU

dTC

[aHHble 0 3340/1>KEHHOCTM MO ynaaTe TaMOXEHHbIX
MOLLJINH, HAJIOTOB Y MHbIX 06A3aTe/IbHbIX NaaTeEXEN
B besepanbHbIn GrOAXET Ha aaTy

TEXH@ mics
zozwgq)eCT

DOHC
Bbinuncka EIPUTT/ETPHOJI

[laHHble O CPeAHECMMCOUYHON YNCIEHHOCTI
PaboTHMKOB 3a NPeALIeCTBYHOLLMI
KaneHAapPHbIV ro4

[laHHble 06 yyeTe opraHM3aLMn B HAaJIOTOBOM
opraHe No MecTy HaxoXAeHus ee
060c0o6eHHOro NogpaszaeneHus

,ﬂlaHHbIe O BXOXAEHNW B peecTp Maioro 1
cpegHero npeanpuHmnMMmaTenbCTBa

[aHHble 0 6aHKOBCKMX cueTax opraHm3auuu, U
[laHHble 0 HanMuMKM cyeTa opraHm3aunmn B baHke

,ﬂlaHHbIe O CyMme (I)aKTI/Il-IeCKI/I yrJladeHHbIX
Hanoroe



MpoBeaeHne U OTCAEeXMBaHWE naaTexein TeXHO S aeT

Ha ¢epmepanbHOM, peruvMoHaJibHOM M
MYHULUNA/IbHOM YPOBHAX

rmcrmn

o BbicTtaBneHue LLITpaCI)OB N HAYNCNEHUI ANA yrnaatbl rOCNOLWANH,
q)ep,epaanblx, permnoHanbHbIX U MyHULNMNA/IbHbIX naaTexemn

o [MonyuyeHune nHdpopmauymm 06 onaate rpaxkgaHaMmu 1 OpraHuM3aumamMm
WTPadOB, MOLWAMH N UHBIX NAaTEXEN

o Cratba 7 degepanbHoro 3akoHa ot 27.07.2010 N2 210-®3. «TpeboBaHMs K B3aNMOAENCTBUIO C
3aAaBUTENIEM NPU NMPEeAOCTaBAEHNM FOCYAAPCTBEHHBIX U MYHULIMMANbHbBIX YCAYr»
OpraHbl, NpeaocTaBAsfoOWMEe roCyaapCTBEHHbIE YCYTW, N OpraHbl, NPeoCcTaBAAroWLMEe MyHULMNANbHbIE YCAYTH,
He BNpaBe TpeboBaTb OT 3aABUTENA NPEACTAaBAEHNS AOKYMEHTOB N MHGOPMaLLMK, B TOM Yncne
noATBepP>XXA4aroWMX BHECEHUNE 3aABUTENEM TMJ1aTbl 3a NpeaocCTaB/eHNe roCyaapCTBEHHbBIX U MYHULNMA/IbHbIX

yCayr, KOTOpbl€ HaXoAATCA B paCnopPA>XKEHNKM OPraHOB, NpeAoCTaBAAOWNX rOCygapCTBEHHbIE NN
MyHULMNaJIbHbIE YCAYTW.

o Cr1.5.63 KOAT. «HapyLieHne 3akoHogaTeNbCTBa 06 opraHM3aumm npesocTaBaeHNs
rOCyAapCTBEHHbIX M MYHULINUMANAbHbBIX YCAYT» 5



leATeNbHOCTb YAOCTOBEpPAWNX TEXHQgme:

LLeHTpOB

Cratbsa 18 ®epepanbHoro 3akoHa ot 6 anpensa 2011 r. N2 63-®3 «O6 3/1eKTPOHHOW NOANUCU»

(c 3meHeHuaAMN 1 gonoaHeHuamn 1 nona 2011 r, 10 nrona 2012 r,, 5 anpens, 2 nrona 2013 r., 12
mMapTa, 28 ntoHa 2014 r., 30 gekabps 2015 r., 23 nroHa 2016 1., 27 aekabpsa 2019 r., 8, 23 nrona 2020
r., 24 dpespang, 24 mapta 2021 r.)

o YU vaeHTndUUmpyeT 3aasuTens, B TOoM umcie yepes EbC

o YL npoBepsieT 4OCTOBEPHOCTb NPesoCTaBAeHHbIX
cBeAeHNI

o [na 3anonHeHna ceptndukata YL, ncnonb3syer gaHHble
Bbinuckun 3 EFPHOST / ETPHIAT / ETPH

o YLl 6e3B03Me34HO OCYyLLLECTBASET PErncTpaLmio
Bnagenoua ceptudmkata 8 ECMA

roc o YU nepegaet B ECVIA cBegeHuns 0 BblAaHHbIX
ceptnomkatax K3I1
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MexBegoMCTBeHHOe B3aumogencrtTBue ¥ DeCT
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3anpoca cBeaeHun

MocTraBWMK cBEAEHNI

* pa3pabaTbiBaeT
3/1EKTPOHHbIE CEPBUCHI
npepocTaB/ieHUA
cBeAeHuMn
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Tunosoe peweHue ViPNet 3[10 G2G X opect

CM>3B 2.x/3.x

!

/ A1

VIPNet A0 APM Koutpons ) o Tl

o OC Windows
o OC Actpa JInHykc NMAK ViPNet 240

LLinro3 6e3onacHoOCTU
WcnonHenuna: SG1000, SG2000

CK3U KC3, 31 KC3

B Peectpe Poccuickoro MO

ViPNet 340 APM locycnyr

o OC Windows
o OC Actpa JInHykc

CK3U KC3, 31 KC3

B peectpe poccumckoro MO



CueHapuu nocTpoeHus CMIB-CcUCTEMbI TeXHOpecT

Ha nnatopme ViPNet 310 G2G
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CueHapun ¢ ViPNet 310 APM
focycnyr

MAK ViPNet Coordinator HW
(kpuntownrozel CM3B)

—

MAK ViPNet Coordinator HW

(kpunTowntosbl CM3B)

Iz
FTP ﬁ SOAP
F

“

,@

| —
= =

Soap Gate 3

> REST

© @ A

APM KoHTposb

!
ol

MAK ViPNet
Coordinator HW

TEXH@)aiecs
zozw!q)eCT

JlereHpa:

4—_—» 3almndpoBaHHbIN KaHan CBA3N

VPN-cetn

» HezawwndpoBaHHbIV KaHan CBA3M

<
<

APM Tocycnyr

NN

ViPNet Client 4
ViPNet EDI Client G2G
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UHTerpaumoHHble BO3MOXHOCTU
ViPNet 310 APM locycnyr
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ENry

) aneM 3anABNeHuA

) 3anuch Ha npuem

) MoaaepKKa CTaTyCHbIX coobLeHuit Poccuu
) BbiCTaBNIeHME HaUUCEHWH ANA
NAATHbIX YCIYr
N® Poccum

) OTnpaska/npuem BOKEHUHA

3anpoc A0NONHUTENbHbIX
) CBEJ,eHMI U UCNpaB/ieHwii no
3aABNIEHUIO

) Ompaska OTBETOB

o
i Munkomcenlb

TEXH@ mics
zozwgq)eCT

ViPNet 340 G2G
NHTErpupoBaHa

c CM3B 2.xx/3.xx

B UaCTW B3anMOAENCTBUA
c ®enepanbHbIMM
opraHamu
MCMIONHUTENBHOW BAaCTU
(GOWB)

1 ¢ [oCyAapCTBEHHbLIMM
MHOPMALIMOHHbBIMU
cuctemamm (FTNC)
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o E—
NMPOAYKTHI U YCNYTU PELWMEHUA no EPXKA MAPTHEPDBI
infotecs - A A

Tnagwxan Opoayrn CepsepHLIe KOMNOHEHTE! TeX H O infotecs
=

ViPNet EDI Soap Gate 3 — cepTnduLpoBaHHLI MporpaMMHo-annapaTtHelii koMraekce (NMAK), npeaHasHaueHHbIn ana paboTs! ¢ CUCTEMON
MEXBEAOMCTEEHHOTO 3N1eKTPOHHOrO B3aumMoaeiictena (CM3B)

5@;@0 ViPNet EDI Soap Gate 3

ObLme ceegeHns Bo3moxHooTH CepTudmKkaTsl M NaTeHTs!

DyHKLMOHaNbHbBIE XapaKTePUCTUKA

MoAnucaHme 3NeKTPOHHOM NoANUCE 1 (3M1-OB) no ( ) , MPOBEPKa 3NSKTDOHHLI MOANMCEN BXOAALLLY
33MDOCOB/OTBETOB.
apLup: A BXOARLLX 33MDOC 0C eMbiX MPaBUA MaPLLRYTV3aL
XpaHeHue 3anpoco
MOHUTOPWHT 3anpOCeE.
MoHuTopuHr paBorccnocobHo:
PerncTpauur v ayTeHTMONKaLMA MONb30BaTENED EDI Client G2G 3.
(@] A8 CUHXDOHHSI 1 3CMHXPOHHSIX METOAOS B3WMOASHCTBUA C cepaucamu: OHC, | Pocpeectp, MNOP, Hauelictea, COMC, ®CCM v np.

Mcnonsaosanme cniccofos nepesaun enoxkernii yepes CM3B 3.xx ¢ ucnons3osaHmen a MTOM u ¢ ucnons3osaHmen BOMO XPaHWAMLE.

OXHOCTs OTMPABNATS U NoANMCHIBaT: 3M-OB ceeaeH
[lononHUTENbHBIE BO3MOXHOCTY
« [ng nHTErpaLmmn ¢ UHGOPMAaLMOH cucTEMaMM 3aKazuKka npeaocTaenaeTca REST AP

« B coctas ViPNet EDI Soap Gate 3 AT nporpammKoe obecneveHue ViPNet EDI Inspection G2G 3, koTopoe npeaHazHaueHo ANA 3AMUHUCTPUPOBEHNS
YUETHSIX 33MVICEN NONL30BATENSH, MORUTOPMHTE 1 CO0Da CTATUCTVKM MO 3aMPOCaM 1 OTEETAM Ha 33MpPocsl.

Cnucok ucxoaswwmx Buaos ceegennii u cepeucoe ans MNorpeburenei

NPARC-AUCT




PeannsoBaHHble PYyHKLMK B TeXHofeer

ViPNet 310 G2G gna coTpyaHuka OUB

v/ BO3MOXHOCTb BbICTaBUTb aBTOMaTUYECKM HaUMCEeHNE
B NCITMMN

v' BO3MOXHOCTb MPOBEPUTb HAIMUME OMNIaThbl FTOCMOLLIMHbI
C NOMOLLbIO OTNpaBky 3anpoca naatexen B TMC TMIM (n. 2 u.
1 ct1. 7 ®epepanbHoro 3akoHa ot 27.07.2010 N2 210-93)

v" cotpyaHuk OVB byaet nponHdopmmpoBaH 06 onnate 1
rocnowIvHbl (CTaTyc 3aaBaeHna «OnnadyeHo»), :
06 oTMeHe 3aaBneHna («OTMeHa»)

v" BO3MOXHOCTb MHbOpMMpoBaTh 3aasutens EMIY o Bcex
3Tanax paboTbl C 3afBNeHNEM

v BO3MOXHOCTb OTNPaBUTb 3a8BJIEHNSA Ha UCMPaBIEHUNS C
yKasaHuem owmnbok (npm HeobxoanmocTn, ob6aBnB
B/IOXEHWNE)

v BO3MOXHOCTb 3aNpOCUTb AOMONHUTE/bHbIE CBEAEHMSA MO
3aAB/IEHNIO, €C/IN CBEAIEHUI B 3aABN€HUN HEAOCTAaTOUYHO ANA
npegocTaBaeHns ycayru (npyu HeobxoammocTn, fob6aBuns
BNOXEHMNE) 15



TEXH@ iatecs

PeannsoBaHHble PyHKUMM B ViPNet == S DECT
910 G2G gnAa nonb3oBaTeneun ENry

Monb3oBatenu EMNry

v/ MOTyT ONNaTUTb FOCMOLUANHY
B t060M BaHKe C MoMOoLLbHO
YWH, 6e3 BBOAA
AOMOJIHUTENbHbIX
PEKBU3NTOB, MNMHO
no peksusntam OB
[0 MONYYEHNA HAUNCAEHNA

v/ NonyyaroT yBeLOMIEHNE
O BCeX CTagunsax paboTbl
¢ 3aaBneHnem
(3aperncTpmpoBaHo, NPUHATO
K pacCMOTPEHUIO U Np.)

3asButento npeaocraBiaaeTca
BO3MOXXHOCTb:

v/ OnNAaTUTb rOCMOLANHY Ha
noptane EMNTY co cknakomn
30% npu 6e3HaNMYHOM
pacyete (4acTb 3, cTaThd 2,
Ne 221-®3) ana ®J

v/ OTMEHUTb 3asBJIEHNE, EC/IN
no Kakon-anbo npmnumHe
3asB/ieHMe CTano
HeaKTyanbHO

v NCNpaBUTb/AOMONHNUTD
OTrNpaB/ieHHOe paHee
3anBaeHNs

16



MAK ViPNet Coordinator HW
(kpunTowntosbl CM3B)

SOAP
o
Soap Gate 3
> ——m> —> 0 ‘Q! <-
a REST )

APM KoHTponb
PKI Service

o

TepMUHan agMUHUCTPUPOBAHUA
ViPNet PKI Service

o0

MAK ViPNet
Coordinator HW

CueHapuii C yAaneHHbM NpocTaBJieHNeM TeXHOpecT

aM-CIl

Jlerenpa:

4—_—» 3awmndpoBaHHbI kaHan cBa3n VPN-

cetn
4¢——» He3zawundpoBaHHbIi KaHaN CBA3N

4_-_> 3awmndpoBaHHbIN KaHan CBA3N

ABYXCTOPOHHero TLS

—————a - [loBepeHHbIli cnocob nepesaun
nHopMaLmm (BO3AYLLHbIN 3a30p)

i

BHewWwHWI Hocutenb

YaocToBepstoLWmiA LLeHTp

APM Tocycnyr

10

ViPNet Client 4
ViPNet EDI Client G2G

17
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CueHapum uHTerpauum UC 3aKasuyuka TeXHopect

c ViPNet EDI G2G
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EMr
y g Cepean Cepsep il
NNLEH3VPOBaHNS
| aBTOpU3aLIUN REST AP |
I daiinosblit ;/in:et o a
cepaep or Linux |
—
I - WC 3aka3umnka >1 |
e | |
000 E .
| = !
CM3B 2.X/3.X D [atatese oo L ] | ] e
[ oo o oo —_— |
l ViPNet 240 ) o |
4 Wnto3 6esonacHoCTK SOAP API — L
r "
| NC 3aka3uuka i
B o e ca s oa s amm Sne A e emml Gme  mme mme mme e e mme  mmh mm o Gk G - |

CM3B-cucTtema opraHmsaumm
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UHTerpauma UC 3akasuymka X opect

c ViPNet 3J0 G2G

et

NC 3aka3umka NC 3aka3uuka REST API

XSD-Unit / SMEV-Proxy
Workflow

BapwaHTbl API

o

- MacwrabupoBaHme
BC ans Motpebuteneit
- MHTerpaums ¢ Bx/mcx 1 BC

Soap Gate 3

SOAP API

- MaclwTabmpoBaHue
ncxoaaLumx/exoaawmx BC

el

FTP cepsep CM3B 20



Hawa 3agadva — Bawa 6e33a6oTHasn TeXHOpeerT

pabota co CM3B
1 2 3 4,

YuyactHuK
CM>3B

”

Arn

o CM3B-cucrema

o Motpeburtennb

cBeAeHun
MpucoeamHeHve MonyueHne Peructpaums Opranmnsauus MoaknroueHne  [MOAKNHOUEHME : o MocTaBWMK cBegeHnIA
K Pernamenty cepTvduKaTos B TecTosoi 3aluileHHoro  k MpoaykTueHol  TMoTpebuTens
! o MocraBWwmK ycnyrun
obecneyeHus or-0oB cpene CM3B KaHana cpese CM3B MocTaBLipka LK ycny
npesoCTaBaeHUA v IM-Cr1 CBEEHWIA
rocycyr W ycayr

OTcnexvBaem M3MeHEHNA
B Bugax CeeaeHuni n B3anmopgencteyem ¢
BHOCWM OrnepaTmBHble Texnoaaep>xkon CM3B
N3MEHEeHMS

N3yuaem OTcnexxnBaem M3MeHeHus B
TpeboBaHma Bugos TEXHNYECKMX TpeboBaHMAX

CBeaeHuin CM3B » BHOCUMM N3MEHEHUS




Bbl nony4aeTe TEXH@ge

ViPNet 30 LLnto3 6e3onacHOCTH 3
(MAK ViPNet EDI Soap Gate 3)

ViPNet 310 APM Tlocycnyr 3
(MK ViPNet EDI Client G2G 3)

CK3W KC3, 2l KC3
NcnonHerma SG1000, SG2000

CK3WM KC3, oM KC3

OC Windows, OC Actpa JInHyKC

Ceptnowukar coorsetctama OCh
Poccum NeCd/124-4040

Ceprmoukat coorsetcteua OCh
Poccum NCD/124-3677

o [Nopaepxka B3anmMoaenctema ¢ CM3B 2.xx n CM3B 3.xx
o PopmuposaHue un nposepka Il B coorBeTctBum ¢ TOCT P 2012

o Agantepbl ans BLICTPOrO NOAKAOHEHNA K Hanbonee BocTpeboBaHHbIM ceparcam: PHC Poccmmn, MB/,
Poccnm, KasHaueiictaa (TMIC TMIT), ESK, ®rC 4O, Pocpeectpa (®r1C EMPH), TACY, I2rN1C, ECHCH v np.

o WHterpauma cobcteHHol NC ¢ ViPNet 540 LWnro3 6e3onacHoctv (REST APl n SOAP API) 6e3
NPOBEAEHNA OLIEHKM BANAHUA

o [poayKTbl 3aperncTprpoBaHsl B peectpe poccuitckoro MO
22
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