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OCHOBHbleé MPUYUHDI TEXH@ e

PaboTa ¢ ob6bnayHbMu Boipocwaa MobunbHOCTb Nepexop Ha MonbITKa cobncTr
cepBucamu COTPYOHMKOB yAaneHHyw paboTty  6anaHc 6e3onacHocCcTb/
ynobcTBo
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Sec. 3. Modernizing Federal Government Cybersecurity.

(a) To keep pace with today’s dynamic and increasingly sophisticated cyber
threat environment, the Federal Government must take decisive steps to
modernize its approach to cybersecurity, including by inereasing the Federal
Government’s visibility into threats, while protecting privacy and civil
liberties. The Federal Government must adopt security best practices;
advance toward Zero Trust Architecture; accelerate movement to secure
cloud services, including Software as a Service (SaaS), Infrastructure as a
Service (IaaS), and Platform as a Service (PaaS); centralize and streamline
access to cybersecurity data to drive analytics for identifying and managing
cybersecurity risks; and invest in both technology and personnel to match

these modernization goals.

Executive Order on Improving the Nation’s Cybersecurity
MAY 12, 2021«PRESIDENTIAL ACTIONS
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«CTapbih HOBbLIN ron» TeXHOSeeT

Zero Trust (ZT) wau «HyneBoe poBepue»
— Habop NOCTOAHHO pa3BMBAKINXCA
KOHUenuun n naen, HanpabB/leHHbIX Ha
NPUHATUE TOYHbLIX pelleHUn O JocTyne
cybbekTa K 06bekTy C MWUHUMANbHbLIMU
npuBUIErMaAMN ONA Kaxaoro 3anpoca
nocTtyna.
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KpaTKaAa uncrtopuma kKoHuenuun Zero Trus w2 ¥ P@CT

ZT CARTA un ZTX
Zero Trust

dkcnept Forrester Yens
AHaNMTUKOM KoMnaHuu KaHHUHI M pacuupseT

For\r\ester\ ,D,)KOHOM KoHuenuuw ZT, Ha3BaB ee
KMHAEpBaroM npeanoxeHa Zero Trust eXtended.

KOHUENUMA Zero Trust. CneumnanucTbl Gartner
duHanusupywT CBOW

KoHuenuutiw CARTA.

MoAaBseHne HOBbIX
noaxonos

Google nyb6bnukyeT onucaHue ux

FeHepanusauyua

UT-nHaycTpua npusHaer

TepMUH Zero Trust
noagxonaa K Zero Trust, Ha3BaB .

Architecture kak obuee
ero BeyondCorp.

Ha3BaHue.

B Gartner Ha3biBawT CBOW
mogenb Continuous Adaptive
Risk and Trust Assessment
(CARTA). °
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aosepua»?

Six Pillars of a Zero Trust Security Model
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MpepocTaBneHne AocTyna B TeXHOpecr

KOHLUenuuu Zer'g__:l'r'list
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TexXHO/IOrMm, C MNOMOIbH KOTOPbIX w2 *PCT
cTpouTCcA apxutekKtypa Zero Trust

Ana peanusauuMm apxuTeKkTypbl C Hy/eBbiM fAoBepuem TpebyeTcs
HeCKOJIbKO TeXHOJIOrUK:

O

©)

Identity and Access Management (IAM)
Multi-Factor Authentication (MFA)
Endpoint Protection

Zero Trust Network Access (ZTNA)
Microsegmentation

Visibility and Analytics
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MpoaykTbl UHPOTeKC, TeXHOfeeT
COOTBETCTBYyHIMEe TeXHOJIorusam
ApxuteKTypbl Zero Trust

ViPNet ViPNet ViPNet
Identity and Access
Management (IAM)

Coordinator XFirewall SafePoint
MHorodakTOpHas

ayTeHTudpukaumsa (MFA)

3aumTta EndPoint

(MukponepumeTpbl)

MukpocermeHTauuA

Zero Trust Network
Access (ZTNA)

MOHUTOPUHI U aHaJAUTUKA

15



ViPNet Zero Trust Kak KOHCTpyKTOp TeX O eeT

ViPNet ViPNet ViPNet

ViPNet .
VPN TDR VPN xFirewall

ViPNet IDS N5, HS, MC ViPNet Coordinator

ViPNet Client ViPNet TIAS A
ViPNet Coordinator

ViPNet
SafePoint

16



fleicTBUA ANA AOCTUKEHMS TEXHEgm

Zero Trust

-

WnppynTe PasbeitTe 5 ' MpuaepxusanTech
JaHHble ceTb Ha npuUHUMNA HaUMeHbUnX
CermeHTbl npusuneruim

CospaBaiite \ PasBepHuTe

NMonb3ynrtechb

MHOropaKTOpHOWM 6e3onacHole cpeacTBa

ayTeHTudukaumen MUKporepumeTpbl MOHUTOPUHIa
M aHanusa
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MpeumywecTBa noaxopa Zero Trust TeXHOdeer

o MaKCMManbHO YCNOXHAET Kpaxy HAaHHbIX

O YMeHblleHNe MoBepXHOCTU aTakKMu

o [omowb B ynpaBAe€HUU PUCKAMU

o YcTpaHeHue HexBaTKW CMNeunmanucToB No obecneyeHnw 6e30MacHOCTHU

o [MoTepa aKTyaNbHOCTU OMMOPTYHUCTUYECKUX aTakK

18
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ZTA = VPN+xFirewall TeXHOdeer
+SafePoint+TDR

LleHTpanbHbI opuc

ViPNet TIAS ViPNet SafePoint MoyTa

[Monb3oBatenb

ViPNet ){Fi rewall

ViPNet Client ViPNet ViPNet IDS NS :
ViPNet SafePoint Coordinator Captive portal

I
Bupeocepsep TenedoH

LDAP-cepsep

LndpoBaHHbI TpaguK === HelundppoBaHHbIi TpaduKk ====P MNepenaua cobbiruii 8 ViPNet TIAS ====]» CsAa3b C KaTa/l0rom nosb3osateneit

20



ZTNA = VPN+xFirewall+SafePoint+TDR TeXHOdeer

ViPNet Client

e3alMIWEHHOE MOAKAIYEHNE K KOPMOpaTUBHOW CeTu
*MFA — ayTeHTudUKaumMa nepen NOAKJHYEHUEM

ViPNet Coordinator

*3aWueHHaa CBA3b MexAy KOprNopaTUBHOM CETbH U «MNOJb30BaTeNAMUM [AOMalWHero oduca»
eCermMeHTauua ceTu

eHeCaHKLUMOHMPOBAHHbIA AOCTYN M MpefoTBpaleHne aTak

ViPNet SafePoint

eYnpaBneHne unaeHTuduKauumer M gocTtynom (BKAWYaeT MHTerpauuw ¢ Active Directory)
*MFA — ayTeHTudukauua Ans BCeX MNosb3oBaTenen

ebe3onacHble MONUTUKKU ANA BCeX Monb3oBaTesNie AW rpynnbl nonb3oBaTenei (Kakue npoueccsl,
CAyx6bl, Mporpammbl U ¢ainbl MOryT ObiITb 3anyleHbl NOAb30BATeNIEM)

ViPNet xFirewall
eCermeHTauMnA ceTtu
eKoMniekcHaa 3aWuTa OT CeTeBblX Yrpo3 Ha BCEeX YpPOBHAX

ebe3onacHoe MCNONb30BaHWE NepCOHaNbHbIX YCTPONCTB B pabounx uensax C cobnwaeHuem noauTuk
6esonacHocTM — BYOD (Bring Your Ownn Device)

ViPNet TDR

*BbiABNEHME YrpO3 B peasbHOM BpPEMEHW C pekoMeHAauueid Mo Ux onepaTUBHOMY YCTPaHEHUI

eHenpepbiBHbIA NPOLECC MOHUTOPUHIa Yyrpo3 MHGOPMALMOHHOW 6e30MacHOCTU M ObHapyXeHUs
KOMMNBHTEPHbIX aTak




be3onacHbiM goctyn B Internet
¢ Zero Trust = ViPNet VPN + xFirewall

3oHa oumncTku Tpadumka:
* AHanu3MpyeT BXOAALMIA/UCXOAALL UM TPAadUK Ha HaNUUMe ceTeBbIX aTak

» PernameHTupyer gocTyn k pecypcam MHTepHet

1

3abnokvpoBaHHbIN
OTKPbITbIA Tpapuk

MoaknwoueHne .
ViPNet Client K MHTEpHeTy ViHTepHer ViPNet ViPNet
Coordinator xFirewall

« Pasrpanuumsaert goctyn
K pecypcam no NoruHam
nonb3oBaTteneu

a

A

- Paarpanmqnaaer AocCTyn K
pecypcam no NpuaoxXeHuam

OTKpbITbIA Tpadmk

3alMLEeHHbIR Tpaduk

KOpﬂOpaTMBHaﬂ MHq)OpMaLLVIOHHaﬂ cmucrema

TeX H @ infotecs
2022 Q@e CT
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Be3onacHblii agoctyn B Internet TeXHOdeer
¢ Zero Trust = ViPNet VPN + xFirewall

ViPNet Client

e 3aWMWeHHOe NOAKYEeHNe K KOpPNOpaTUBHOW ceTwu
*MFA — ayTeHTuUdMKaUMA nepen MNoAKJHNYEHUEM

ViPNet Coordinator

e 3aWMWEHHOe COeAMHEeHMe MexAy KOprnopaTUBHOW CeTbH M  «MOJIb30BATENSAMU
AOMawHero opuca»

eCermMeHTauua ceTu
e HeCaHKUMOHUPOBAHHLIN JOCTYN W NpefoTBpalleHne aTak

ViPNet xFirewall

eCermeHTauMa cetu
e KOMN/ieKCHaA 3awuTa OT CeTeBbiX Yrpo3 Ha BCeX YpPOBHAX

e be3onacHoe Mcno/sb30BaHWE MepCOHaNIbHbIX YCTPONCTB B paboynx uenax ¢
NOMHbIM cobnaeHMeM NoAnTUK 6e3onacHOCTM KomnaHum — BYOD (Bring Your
Own Device)

23




Co3faHuMe MUKponepumeTpa TeXHOdeer

¢ nomoubiw ViPNet EPP

ViPNet EPP Server  ba3a gaHHbIX MouTa
[ Cnexennesa aHTUBMpycOM: | 9
| @ AHTUBUMpPYC paboTaeT | E i
— QA e ——— >
| |© AHTUBMpYC BbIKA\OTCYTCTBYET |
| | T T

|_|Ol'lb3OBaT$ﬂb

H7®

ViPNet Client 4U

ViPNet EPP

Bupeocepsep TenedoH

ViPNet Coordinator

LLndposaHHbIN Tpaduk HewwndposaHHbIA TpadurK -+ — >

24



TeX H infotecs

Co3aaHMe MuKponepumeTpa B
c nomoubiw ViPNet EPP

decT

ViPNet Client

e 3aWMIWEHHOE NOAKYEHNE K KOPMNOpaTUBHON CeTu
*MFA — ayTeHTudukauma nepen nNoOAKAHNHEHUEM

ViPNet Coordinator

ebe3onacHaAa CcBA3b MexAy KOPNOpaTUBHON CeTbid U  «NOAb30BaTeNAMU
AomawHero oduca»

eCermMeHTaUuua ceTu
e HeCaHKUMOHUPOBAHHLIN AOCTYN W npefoTBpaWeHue aTak

ViPNet EPP
e BoiiB/IeHWEe yrpo3 B peasibHOM BpeMeHM C pekomeHjauuen no ux
onepaTUBHOMY YCTpaHeHMUIo
e OunbTpauna Tpadpuka
¢ KOHTpO/Ib 3@ COCTOAHMEM YCTpPOMUCTBA
e KOHTpPO/ZIb 32 aHTUBUPYCOM




NoaBeseMm UTOr, Ha YeM CTpPOUTCH X eer

ViPNet Zero Trust Architecture

3auumueHHoe MMKpOHEpMMETp MMKpOCEFMEHTauMH MOHMTopMHr u ApxuTeKTpa
coeanHeHue aHaNAnTuKa Zero Trust
KoHTponb pgocTyna rortosa!
MocTpoeHne wnppoBaHHOrO nonb3oBaTenen K nporpammam, CermeHTauusa cetu anA 3awMTa OT BHEWHMX
TYHHENA Mexay ys/iamu Gaiinam u [oKyMmeHTamM, obecneyeHus MoaUTMK yrpos,
3alMuIeHHon ceTu ycTpoiicTBam. Bcé MO u HyneBoro posepus. obHapyxeHue wu
CNyx6bl 3aWMLeHbl OT PasrpaHuyeHune poctyna pearupoBaHue Ha
ViPNet Client, ViPNet M3MeHeHun. KomniekcHasa Ha npuKkiiagHOM ypoBHe, Hen3BeCTHble yrpo3bl
Coordinator HW/VA 3alMTa KOHEYHbIX TOoYeK OT 6e3onacHoe MoAK/w4eHne
aTak n obHapyxeHue u BYOD ycTpoicTs u ViPNet EPP,
pearumpoBaHue Ha BpefOHOCHble KoMnnekcHas 3auuta ot ViPNet IDS NS,
feicTBuA. OTCnexuBaHue CeTeBblX yrpos. ViPNet TIAS

paboTbl aHTMBMpYCa

ViPNet Client,
ViPNet EPP, ViPNet ViPNet Coordinator
SafePoint HW/VA, ViPNet xFirewall 26




AKUMAa «3a
6e30nacHoOCTb ! »
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JINLEH3UN HA MNepeyYUCNeHHble NMPoAYKThl
NnpefoCTaBNANTCA Ha 6e3BO3Me3AHOIA
OCHOBe Ha 6 mecsaues!!!

CACTEMBI 3auymTta paboumx OBHapyxeHue W

" npenoTepawyeHne
ynpasneHua u CTaHuMM w
CBA3M KOMNBHTEPHbIX
MOHWTOPWHIa Cepsepos aTak

33“.[“1'3 KaHanos

ViPNet ® ViPNet | ® viPNet | ® viPNet TIAS
Coordinator Administrator | SafeBoot ; VA

VA ® ViPNet Policy | @ ViPNet . @ ViPNet IDS MC
ViPNet Manager safePoint VA

xFirewall VA @® ViPNet IDS . @ ViPNet IDS NS
ViPNet TLS HS* | VA

Gateway VA | . ® viPNet IDS
ViPNet PKT HS*

Client |

ViPNet Client

epesod omdena mexHu4deckoli NOOOePXXKU HA yCUIeHHbIU pexxum
pabomel u hpedocmasseHue KoHcyibmayuli no nodbopy onMuUManbHsIX
peuwieHuli 0151 obecnedeHuUs uHopmayuoHHoU bezonacHocmu 8 pamkax
uMnopmosamewjeHus. [Jis nosy4deHus: KOHCYibmayuu 8el Moxeme
0mMnpasumMe 37eKMpOoHHOe NUCbMO C 8ONPOCAMU U KOHMAKMHbIMU
O0aHHbIMU Ha adpec sos@infotecs.ru.
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