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3aKOHO4AaTeNnbCTBO

o EAMHbIN peecTp oTeyecTBeHHOro [0

O YxecTodeHue TpeboBaHWK NO
NpUMeHeHnw WnHocTpaHHoro [0
n obopypoBaHna B KUK

o [locTaHOBNeHUe npaBuTenbcTBa N878
oT 10.07.2019 «0 mepax
CTUMY/IUPOBAHMUA MPOU3BOACTBA
pagMo31eKTPOHHON MNpoAYyKLUUU
Ha Tepputopun PO»

o EOAMHbIN peecTp OTeyeCTBEHHOW
paguMo31eKTPOHHON MNpoAYyKLUUU
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Ha 4ToO
MMNOpTO3aMellaTb?



OTe4yecTBEHHble TeXHOPecT

ornepaunoHHbieé CUCTEMLI
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MpoayKkTbl UHPOTeKC
ANA ueneu
MMNopTO3aMeljeHUA
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Komnnekc npoayktoB ViPNet i QeCT
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ViPNet Client 4U
for Linux



TexHonorna ViPNet

CummeTpu4Han
Kpuntorpadua:
YyecTHbin P2P VPN

PaboTa 4epe3 NAT:
coeIMHEHUEe YCTpPOMUCTB
3a pa3/inyHbimn NAT
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He ceccuoHHbin VPN:
paboTa Ha NJOXUX U
HecTabunbHbIX KaHasnax

LeHTpanu3oBaHHOe
obHOBNEHMKE :

KAW4YM wnudpoBaHuA,
cnpaBo4Huku, [0
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ViPNet Client 4U for Linux X pec

Bepcua 0: 4.8 u cTapue

Wcnonb3yeTcAa BupTyanbHblt TUN\TAP uHTepdenc
NMoaaepxka WAMPOKOro cnucka coBpemeHHbiX OC Linux
He 3aBucut oT Bepcuu agpa OC

NopnepxuBaeT ABYXPaKTOpPHYH aBTOpu3auul

Mopaepxka apxutekTyp x86, ARM, baukan
(MIPSel), 2nbbpyc (e2k)

UmeeT cepTudukaTbl Ha cooTBeTCTBUE TpeboBaHuam OCH
Poccun Kk CK3U knaccoB KC1l, KC2 u KC3.



NoaaepxuBaemble OC TEXHQg

ApxuTteKkTypa AncTtpnbyTne Linux

x86-64 G@Eﬁi@@] Astra Linux Special Edition «CmoneHcKk»
Astra Linux Common Edition 2.12 «Open»
o foc/inHykc IC5
BPEANCOOT PEﬂ' oC 7.2
T AnbT Pabo4asa cTtaHuma 8, 8 CM, 9
#"noToc - JIOTOC (pepakuma A8 CepBepoB U pabouMx CTaHUMi)
@& POCA «KOBAJ/IbT» (nonb3oBaTeNbCKasa penakuus)
EMUWAC EMIAS OS 1.0

=

«bankan-Tl» (mipsel) Astra Linux Special Edition 6.1 «CeBacTononb»

«Inbbpyc» (e2k) Astra Linux Special Edition «JleHuHrpag»

ARMv7 Astra Linux Special Edition «HoBopoccumck»
12
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ViPNet Client
for Aurora



ViPNet Client for Aurora X opecT

Yirtual Private Network

VPN peweHue gna 3¢PpeKTUBHON 3awmTbl KaHANOB
CBA3U, CO3[aHHOe Ha OCHOBe ¢larMaHCKOM
TexHonornn ViPNet komnaHumn «UHPOTeKC».

OcobeHHOCTHN npoayKTa:
o PaboTa Ha kaHajnax cBA3M MWbHOro kKayecTsa

o ABTOMaTMYeCckoe BOCCTAHOB/IEHME 3alWMUWEHHOIO
COeAUHEeHMA MNpu BpPEMEHHbIX pa3pbiBax CBA3U

o lndppoBaHne Tpaduka C MCNONb3OBAHWEM aNropuTMa
FOCT 28147-89 (ANnHa Kaw4da 256 6uT)

o CepTudukaT Ha cooTBeTCTBME TpeboBaHUAM
K CK3W knaccoB KC1 m KC2




TeX H @ infotecs
2023!®eCT

ViPNet Connect



ViPNet Connect e Oec

MpoAyKT, pacwupAnLnn
BO3MOXHOCTU TexHonorum ViPNet,
ANA OpraHuM3auum 3awuieHHbIX
KOPNOPATUBHbLIX KOMMYHUKALUK




ViPNet Connec
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ViPNet Connect. Bo3MoXHOCTM 25 ¥ DeCT

Buaeo3BoHOK

@ 3auwuuieHHan ceTb

OnbxoBcKui Caseni

Bbi3os

ViPNet Connect no3BonfdeT coBepwaTb
3aluieHHble BUAEO3BOHKU ApYyrvMM Mnojsib30BaTesiam
NPpUIOXEeHUA C BbICOKMM KayecTBOM. Bce paHHble
nepefawTcA B 3aWWPpOBaAHHOM BuAe, MUHYA
NpomMeXyTOo4YHble cepBepbl.

Takxe Bbl MoxeTe:
TpaHcaMpoBaTb CBOW 3KpaH APYroMy MNOJsb30BaTE
B paMKax BMOEOCBA3MU
MepeknwyaTbCA Mexay Kamepamu
MOOGUNBHOrO yCTpoincTBa
OTKNHW4YaTb AUHAMUK
OTnpaBnATb CcooObWEeHUA BO BpemMA pa3ro.sopa

M MHOroe papyroe..



Noaaepkka nonynapHbix nnatdpopm ' H9gEe

ViPNet Connect o6napaet
MHTYUTUBHO MOHSATHbLIM
UHTeppencom M AOCTYNEH
ANA nonynfapHeIX naatpopm




UHTerpaums X ec
C SIP-uHPpaCTpyKTypOu

ViPNet Connect obnapaeT
BO3MOXHOCTbI0 MHTErpauunu

C UHPPACTPYKTYpON AOBEpPEHHBIX
SIP-cepBepoB 3aKa34uka,
YTO NO3BONAET BCTPOUTH

ero B CywecTBYWWYyH
cuctemy IP-TenedoHuu

;(%




MHTerpaumsa c cuctemamm BKC TeXtiepec

ViPNet Connect obnapaet
G{EBTrue[:onf BO3MOXHOCTbH MHTErpaLuu
C WHOPACTPYKTYypOuU CUCTEM
BMAEOKOHEpEHLCBA3M

S BUAEOMOCTcon




ViPNet Connect HW

ﬂ’

TEXH@)intotecs

CTauMoHapHbin IP-TenedoH pnA
paboTbl BHyTpu VPN-ceTen ViPNet

ViPNet Connect «u3 Kopobku»

MpoBepeHHas annapaTHas
nnaTdopmMa C BO3MOXHOCTbI BHOCA
B KAaTeropuMpoBaHHble MOMelleHUS

WHTerpaumMAa C pasnMyHbIMU CUCTEMaMU
IP-TenepoHuu



VIPNET CONNECT

Gnasurcan: Ompsimoe akyuonepnoe obuecmeo
IHBIE IHEXTHOTOSUM [ KOMMYIRKAUUONIbE
287, Mockea, Cmapwic llemposcwo-Pazymoscrui
np-0, 1723, emp. 1 (RU)

Tex HQ infotecs

ViPNet Connect -
oTe4yeCTBEHHbIU

npoayKT

ToBapHbii 3Hak ViPNet Connect
3apeructpupoBaH B ocynapCTBEHHOM
peecTpe TOBapHbIX 3HAKOB W 3HAKOB
obcnyxuBaHma Poccuinckon depepaumu
28 okTAbpAa 2016



ViPNet Connect - TeXtiepec

oTe4yeCTBEHHbIN MPOAYKT

Peectp 3amBnenus [okymeHTbl [lomolb JInYHbIA Ka6nHeT Q

Thaswan | Peectp / ot

ViPNet Connect

CsefeHuUA o NpaBoo6nagaTensix nporpaMMHoro o6ecneveHus Knacc NO:

poccHiicKan KOMMepYecKas opraHu3auusa ﬂpm"ﬁ'ﬂme Vi P N e t c o n n e c t

neyeHH

Ha3gakme opraHmaaLm HagHaueHHs 3 a p e r M C T p M po B a H

OTKPBITOE AKUMOHEPHOE OBLLECTBO "MHPOPMALMOHHBLIE TEXHONOT MK CaiiT npoussoauTe.

KOMMYHUKALIMOHHBIE Abl" b . _ID=& EMEN -' . ? B pee C Tpe

WHH 7710 6 [LaTa perucTpaumu:

e POCCUACKUX
nporpamm ana 3BM

2138

[Lata pewexns
YNONHOMOYEHHOTO OpraHa:
8 Hoaéps 2016

Peluenne ynonHoMoYeHHoro
opraua;

Ccbinka Ha npHKas
MuHKomMcBA3M:
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ViPNet
Business Mail



ViPNet Business Mail TeXHepec

@ ViPet Client [flenor

ViPNet JlenoBada no4yTta obnagaer
CTaHOAPTHbIMA PYHKLMAMM
NOYTOBOIro KJ/IMEeHTa:

OTnpaBka u npuem nucem z e e

OTnpaBka U NpuemM BJIOXEHHbIX e

N 820824
N 820916

B nucbma ¢anioB ‘ s

N 821641

MoAnMcaHne TEeKCTOB MUCeM
N BJIOXEHUA SNEeKTPOHHOM
NoANUCbHH

657 [ fow [

JlenoBaA no4Ta
indpoBaHne TekCTa nucCbMa npeAHa3HavyeHa AnA
n ¢a17|n03 BJZIOXE@HUU 6 obMeHa 31eKTpPOHHbLIMM
NMUCbMaMu B 3almUeHHON
cetn ViPNet



ViPNet Business Mail for Linux ™™g

5 ViPNet flenosan noura
= (® Hanucarb nncomo OTrnpaeneHHble [oKyMeHTBI ANA corlacoBaHna

Makcumos Oner

,[l() KYMEHTBI ANA COrnacoBaHnA

il ateneu - 4
Homep
i, BxopAume
.L OTnpasneHHbie OTnpa 2 1
¥ A, Hukonaes An
l:_" isproswK MepmuHos Ma
@ YpanexHoie MNeTpos A
@ iy eru 11 geHp!

@ AZipECHaRA KHITa

3HWTb BCE BNO)

(D o nporpamme
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ViPNet
PKI Client



O6HOBJ/IeHUe

CR

TLS Client

L

3ayMTa
AAHHbIX U3

N6bIX
6pay3epoB

MeHenxep
cepTupukaToB

TEXHQ ifoecs
2023 !w ecT

GEELERTEE]IE
ViPNet PKI Client

O YHuUBEpCa/bHbIM KAMEHT AnA
paboTbl B UHPpaCTpyKType
OTKPbITbIX KJIHYEN

o MoAynbHbIH
o MpocTon M yno6HbIN

o MynbTunnaTPopMeHHbIN
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ViPNet PKI Client: ¢pyHKUMM TeXiPpec

FeHepauna knawden 3N B cooTtBeTcTBUM C TOCT
P 34.10-2001 un TOCT P 34.10-2012

dopmupoBaHue un nposepka 31 B COOTBETCTBUMU
c NOCT P 34.10-2001, TOCT P 34.11-94,
FOCT P 34.10-2012, TOCT P 34.11-2012

Mopnepxka ¢opmaTtoB nognucu CMS, CAdES-
BES, XMLDSig, XAdES

NMoadepxka MeTOK BpeMeHM B COOTBETCTBUM
¢ RFC 3161

Mopaepxka npotokona TLS v. 1.0, 1.1, 1.2

indpoBaHne, MMMTO3aWMUTA AAHHLIX B
cooTBeTCcTBUMM C TOCT 28147-89, «Marma»,
«Ky3He4unKk»



ViPNet PKI Client: X O pecT
noaaepxuBaemoie 0OC

o Astra Linux CmoneHck 1.5 ( (ASTRA LlNUX®J
o Astra Linux CmoneHck 1.6 T LT

o Astra Linux Open 2.12 =

o AnbT JInnykc CNT 7.0

o AnbT JInHykc CNT 8.0

o PEL OC 7.1 ..

. Debian BPEACO®PT

o Ubuntu

o 0OC ABpopa

31



ViPNet PKI Client: TeXtiepec
noaaepxuBaemoie 0OC

File Web TLS Tunnel CRL Cert

Windows

Linux

Android

i0S

ABpopa

ecTb ) noka HeT SDK/6ubnmoTeka ANAa BCTpauBaHuA
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Cnacubo 3a BHUMaHwue!

BacuneHkoB AnekcaHap

vasilenkov@infotecs.ru

MoanucbiBanTeCb Ha Hawu couceTwu
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