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3aKOHOA4AQTeJIbCTBO

o EOMHBIN peecTp oTe4yecTBeHHOro IO

O YxecTtodeHue TpeboBaHUK MO
NpUMeHeHUw WHocTpaHHoro M0 wu
obopynoBsaHua B KUU

o llocTaHoBNneHuMe npaBuTenbcTBa N878 oOT
10.07.2019 «0 mepax CTUMYJIMpPOBAHUA
Npou3BOACTBA PafMO3/1eKTPOHHOM
npoAyKUUN Ha Tepputopuu PO»

o EOMHBIN peecTp OTeyeCTBEHHOW
paguo3N1eKTPOHHON MpoAYKLUUU
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MpoayKkTbl UHPOTeKC
ONA ueneu
MMNopToO3aMeljeHUs



Komnnekc npoayktoB ViPNet

ANA KJINEHTCKUX nnaTtdopm

®

ViPNet
Client

®©

ViPNet
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rnoyTa
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ViPNet Client 4U
for Linux



TexHonorna ViPNet

CummeTpU4Ha“a
Kpuntorpapua:
YyecTHbin P2P VPN

PaboTa 4epe3 NAT:
coeMHeHue YyCTpPOUCTB
3a pa3nndHbimu NAT

UK

Tex I—l |nfotecs
.becr

He ceccCuoOHHbIn VPN:
paboTa Ha MNAOXUX U
HeCTabunbHbIX KaHanax

LleHTpann3oBaHHoOe
obHOBNeHue :

KA4Yn wudpoBaHUs,
cnpaBo4Huku, [0
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ViPNet Client 4U for Linux

Bepcua MO: 4.8 u cTtapuwe

Ucnonb3yetca BupTyanbHbii TUN\TAP uHTepdenc
Mogaepxka WMPOKOro cnucka coBpemeHHbix OC Linux
He 3aBucut oT Bepcuun agpa OC

MopaepxuBaeT ABYXPaKTOPHYH aBTOpU3aLMUK

O O O O O O

Nopoepxka apxutekTyp x86, ARM, bainkan (MIPSel),
dnbbpyc (e2k)

UmeeT cepTudukaTbl Ha cooTBeTCcTBUE TpeboBaHuaAM OCH
Poccunm Kk CK3U knaccoB KC1l, KC2 un KC3.

Tex

|—| @ infotecs
opecr




Noanepxusaembie OC TEXH@ g

ApxutekTtypa Aunctpnbytus Linux

-
x86-64 [ASTRA LINUX“] Astra Linux Special Edition «CmoneHcK»
< Astra Linux Common Edition 2.12 «Open»

1 [oc/InHyKc IC5
SPEAEOPT pER 0C 7.2
"L AnbT Pabouas ctaHumAa 8, 8 CM, 9

#°noToc  naTOC (pepakuma gna cepsepos 1 paboumnx cTaHL M)

“°S“ POCA «KOBA/1bT» (nonb3osaTenbcKan peaaKkuma)
EMWNALC EMIASO0S 1.0

«bankan-T1» (mipsel) Astra Linux Special Edition 6.1 «CeBacTonosnb»

«3nbbpyc» (e2k) Astra Linux Special Edition «/leHnHrpag»

ARMv7 Astra Linux Special Edition «HoBopoccmnick»
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ViPNet Client
for Aurora



T}E)(Ficpiﬁshcs

ViPNet Client for Aurora oz SP@CT

VPN peweHune pna 3¢PeKTUMBHON 3awMTbl KAaHANOB CBA3M,
CO3[aHHOe Ha ocHoBe ¢narmaHckon TexHonorum ViPNet
KomnaHun «UHPoTeKC».

0cobeHHOCTM NpoayKTa:
» PaboTa Ha KaHanax cBA3M NwbOro kKayecTea

» ABTOMaTuM4yeckoe BOCCTaHOBJIeHWEe 3allUleHHOro
coeagmHeHnA npun BpeMeHHbIX pa3pbiBaxXx CBA3MU

» llnppoBaHue Tpaduka C MCNONb3OBAHMEM ANTrOPUTMA
FOCT 28147-89 (ANvMHaA Kaw4a 256 6uT)

» CepTudukaT Ha cooTBeTCcTBUE TpeboBaHmam K CK3U
knaccos KC1 un KC2

Yirtual Private Network
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ViPNet Connect



ViPNet Connect TEXHQ ifotecs

MpoAyKT, pacwupawwmn
BO3MOXHOCTU TEXHONOrUn
ViPNet, pnAa opraHusauuu
3alMIEeHHbIX KOPNopaTUBHbLIX
KOMMYHUKaLNK




ViPNet Connect

—

9:41 WD - \
KoHTakThbl

N36paHHble

Cupopos Bnagumup
BaneHTuHOBUY

Mapus MBaHoBa

) AHppeesa BukTopus MeopruesHa

Anekceesa VipuHa BacunbesHa

Benses AHapeit MiBaHoBUY

) Benos AMuUTpuii Cepreesny

Bacunbesa EBrenus
AnekcaHpapoBHa

—
9:41 ol T - \
FonocoBoit Bbi30B
5
-
Bacunbesa EBreHus
AnekcaHgpoBHa
S
-

Tex |—| Q infotecs

0:41 il - \
Mapus MBaHosa
< @ *Bcem \.

Na, pasait 3asTpa o6cyanMm.
17:31
Mpuser!

Mpuwnu MHe, NoxanyicTa,
dainbl NpeeHTaunu.

Mpueert! la, MUHYTKY...
5

lFoTtoso 10:08 v

Cnacwubo!




ViPNet Connect. BO3MOXHOCTM XS ecT

Buaeo3BOHOK
@ 3aumMuieHHan ceTb

ViPNet Connect no3BonAeT coBepwaTb
0:45 P 3aluuileHHble BUAEO3BOHKU ApYyruMM MoJib30BaTesaAM
: *a‘==- NPUNOXEHUA C BbICOKMM Ka4yecTBOM. Bce paHHble
nepefawTcA B 3awndpoBaHHOM Buae, MUHYA
NpoMexXyTO4YHble cepBepdbl.

OnbxoBckui Casen Takxe Bbl MoxeTe:

TpaHcAUpoBaTb CBOW 3KpaH Apyromy
nosib3oBaTeN0 B pamMKax BUAEOCBA3M
Nepeknw4yaTbCa MexXxay Kamepamu

MOBUNBHOIO YCTPOWCTBA

OTKAYATb AUHAMMK

OTnpaBAsATb COObWEeHMA BO BpeMs pa3roBopa

Bbi3oB

“» X B W MHOroe ppyroe..



Mogaepxka nonyaspHbIX naaTpopm TEXHQ mtoees

ViPNet Connect
obnagaeT UHTYUTUBHO
NOHATHLIM UHTepdpencoMm wu
AOCTYyneH Ans
nonynsapHelX naatoopm




UHTerpauma ¢ SIP-uHPpacTpyKTYpOW TeXHOdec

ViPNet Connect obnapaeT
BO3MOXHOCTbH MHTEerpauuu
C WHPPACTPYKTYypom
AOBepeHHbIX

SIP-cepBepoB 3aKa34uka,
YTO NO3BONAET BCTPOUTHL
ero B CylecTBYHLYH
cuctemy IP-TenedoHum




MHTerpauma ¢ cuctemamm BKC X ec

O

ViPNet Connect obnapaeT
&% TrueConf

BO3MOXHOCTbH UHTEr paunu
Ed meaTria

Fd POTEN C MHPpaCTpPYyKTypoWn
cucTem

BUAEOKOHbEepeHLCBA3K

2 BUAEOMOCTcom
MEE cepouc seb-supeo-kondepenumii




ViPNet Connect HW
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CTaumoHapHbii IP-TenedoH pnA
paboTbl BHYyTpu VPN-ceTen ViPNet

ViPNet Connect «u3 KOpObGKWN»

[lpoBepeHHaA annapaTHaA
nn1aTdopma C BO3MOXHOCTbH BHOCA
B KaTeropupoBaHHble MoMelleHuns

WHTerpauma c pasinMydHbIMK
cuctemamm IP-TenepoHumn



N 592946

VIPNET CONNECT

Hpasoobnsurcian: OmKpstmoe akuuoneprnoe obugecmso
HONNBIC INEXHOTO2UN 1 KOMMYIKAUONIDIE
cucmenn”, 127287, Mockea, Cmapuwit Hemposcro-Pazymosckui

np-0, 1723, emp. 1 (RU)

o o 2015721924
16 wwonn 20151,
Nisom peecTpe

TeX |—| Q infotecs

ViPNet Connect -
oTeyeCTBEHHbIN

npoaykKT

ToBapHbii 3Hak ViPNet
Connect 3aperucTtpupoBaH

B [oCyAapCTBEHHOM peecTpe
TOBApHbIX 3HAaKOB W 3HAKOB
obcnyxuBaHua Poccuinckomn
depepaunm 28 okTAbpa 2016



ViPNet Connect - TEXHQ ifotecs
OoTe4yeCTBEHHbIN MpPoOAYKT

Peectp 3amenenuAa [JokymenTbl [lomolib Jnunbiii kabuHeT  Q

Inaswaa | Peectp | ViPN ect

ViPNet Connéct

CeefieHun o npasoo6nagarensx nporpaMMHoro oéecrnevyeHus Knace 110: Vi 2\ et C onnec t

MpuknagHoe
poccuﬁcxaﬂ KOMMep4ecKas opraHusauua nporpaMmMHoe

ofiecneyeHue oblero BaperMCTpMpOBaH

Ha3aBaHue aHuaaluu HasHa4yeHUsA

OTKPBITOE AKLUMOHEPHOE OELLECTBO "MH®OPMALIMOHHBIE TEXHONOIMK U ° B p e e C T p e

KOMMYHUKALWMOHHBLIE CUCTEMBI® SEC JEN 41 po C C M 1‘4' C K M X
WMHH 7710013769 :
nporpamm ana 3BM

Per. Homep MM0:
CBEAEHHH 06 UCKNIDYMTENBHOM npase 2138

[ara pewexns
YMNONHOMOYEHHOr0 OpraHa:
8 Hostpna 2016

Co6cTBeHHaA paspatoTka

Pewenue ynonHoMo4YeHHoro
oprawda:

Mpw MWHKOMCBAZH
Poccuu o1 08.11.2016

Ccbinka Ha npukas
MuHKkoMCBASK:
Mpukaz
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ViPNet
Business Mail



ViPNet Business Mail TEXHQ)nfotecs

ViPNet JenoBasa no4Ta obnapaeT
CTaHAAPTHbLIMU OYHKLMAMY
NOYTOBOIrO KJ/IMEHTA:

OTnpaBka ¥ NpuemMm nucem

OTnpaBka M NpueM BJIOXEHHbIX B MUCbMa
dannos

. [lenoBaa no4yTa
I'Io,u,nmcaHme TeKCToB nmucemMm U BJI1OXeHUU 6 npegHa3HayeHa AnA

3N1eKTPOHHON MNOAMUCHI obMeHa 3/71eKTPOHHbIMY
nMMcbMmamn B BaI.I.I,MI.I.I,EHHOVI

inppoBaHne TekcTa nNUcbMa U ¢annos ceTn ViPNet
BJIOXEHUI



ViPNet Business Mail for Linux

G ViPNet [lenoeas nouta

(® Hanucatb nucemo OTnpaeneHHble

ﬂ KYMEHTbI ANA cornacoBaHWA

i, BxoaAwue
L OTnpaeneHHbie
|:=} YepHoBMKA
@ YoaneHHble

@ Ayaur

AnpecHan KHWra

@ 0 nporpamme

JOKYMeHTEI ANA cornacoBaHus

Makcumos Oner

Homep

MepmMuH

MeTpoe An

AHWTb BCE BNOXEHWA

Tex |—| Q infotecs

OTEETUTEL BCEM
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ViPNet
PKI Client



O6HoOBNIeHUe

3awuTa
OaHHbIX U3

\ N6bIX
'\ 6paysepos

MeHenxep
cepTupuKkaToB

TEXHQ itsies
2022 QweCT

Ha3HadyeHue ViPNet
PKI Client

*  YHuBEpCaNbHbIi KAUEHT ANA
paboTbl B UHPpaCTpyKType
OTKPbITbIX KJINYEN

*  MopgynbHbIN
* [pocToh u ypobHbIN

*  MynbTunnaTPOpPMEHHbIN

29




ViPNet PKI Client: ¢yHKuUUHM TEXHQ infotece

eHepauna knawden 3N B cootBetcTBuUM c TOCT P
34.10-2001 u TOCT P 34.10-2012

dopmupoBaHue u nposepka 3 B cooTBeTcTBUU C [OCT
P 34.10-2001, TOCT P 34.11-94, TOCT P 34.10-
2012, TOCT P 34.11-2012

Mopnepxka ¢opmatoB nognumcu CMS, CAdES-BES,
XMLDSig, XAdES

Mopaepxka mMeTOoK BpeMeHW B cooTBeTCTBUMM C RFC
3161

Mopaepxka npotokona TLS v. 1.0, 1.1, 1.2

UJM(I)pOBaHVIe, MMUTO3allUTa AOdHHbBIX B COOTBETCTBUU C
FOCT 28147-89, «Marma», «Ky3He4uk»



ViPNet PKI Client: TeXHO S aer
noaaepxuBaemole OC

ASTRA LINUX'}

o Astra Linux CmoneHck 1.5

o Astra Linux CMosieHcK 1.6

o Astra Linux Open 2.12

o AnbT JlInHykc CIT 7.0

o AnbT JlInHykc CINT 8.0

o PEQ OC 7.1 .
o Debian .
o Ubuntu

o OC ABpopa

31



ViPNet PKI Client: TEXHQ inretecs
noaaepxuBaemolie OC

File Web TLS Tunnel CRL Cert

Windows
Linux
Android

i0S

ABpopa

- eCcTb - NOKa HeT - SDK/6ubnuoteka AnA BCTpauBaHuA



lNonb3oBaTeNbCKUN UHTEpdenc TEXHQ artecs

MapameTpbl Mo YMOMYaH1Io A8 npoLecca Nognucu

@ Mognuco

CepTWpHUKAT nopnucK
T2 lmbposakune

wipukat

IE' CepriuduraTol
Mapatenu CRL Apyrve napameTpo
@ TLS Mcnonb3oBaTh NPUKPENNEHHY0 Nognu XPaHWTb AOKYMEHT U NOANWCD B OAHOM (aiine
[Q] TyHHENW O Wcnonbsosatb noanuch hopmata XMLDSig ans XML-¢aiinos
Y O6naytbie cepenchl aHATL B KoAWpoBKe B

[0 OoBaeuTs B nognuc LTamMn TOUHOTO BpeMeHH

¥XPaHEeHWA pe3ynbTaToB noan

(©& Vmnopr/3kcropr

JuueHzuA

] coobumTs 0 npoGneme

@ O nporpamme




AKUMAa «3a
6e30nacHoOCTb ! »
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JINLEH3UN HA MNepeyYUCNeHHble NMPoAYKThl
NnpefoCTaBNANTCA Ha 6e3BO3Me3AHOIA
OCHOoBe Ha 6 mMecsaueB!!!

CACTEMBI 3auymTta paboumx OBHapyxeHue W

" npenoTepawyeHne
ynpasneHua u CTaHuMM w
CBA3M KOMNBHTEPHbIX
MOHWTOPWHIa Cepsepos aTak

33“.[“1'3 KaHanos

ViPNet ® ViPNet | ® viPNet | ® viPNet TIAS
Coordinator Administrator | SafeBoot ; VA

VA ® ViPNet Policy | @ ViPNet . @ ViPNet IDS MC
ViPNet Manager safePoint VA

xFirewall VA @® ViPNet IDS . @ ViPNet IDS NS
ViPNet TLS HS* | VA

Gateway VA | . ® viPNet IDS
ViPNet PKT HS*

Client |

ViPNet Client

epesod omdena mexHu4deckoli NOOOePXXKU HA yCUIeHHbIU pexxum
pabomel u hpedocmasseHue KoHcyibmayuli no nodbopy onMuUManbHsIX
peuwieHuli 0151 obecnedeHuUs uHopmayuoHHoU bezonacHocmu 8 pamkax
uMnopmosamewjeHus. [Jis nosy4deHus: KOHCYibmayuu 8el Moxeme
0mMnpasumMe 37eKMpOoHHOe NUCbMO C 8ONPOCAMU U KOHMAKMHbIMU
O0aHHbIMU Ha adpec sos@infotecs.ru.
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Cnacubo
3a BHUMaHue!

MoanucbiBanTeCb Ha Hawu couceTwu
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