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Ceptuoukat OCTIK

o TpeboBaHMA No 6e30MacHOCTU uHbOpmaLUM,
yCTaHaBAMBaWWMe YpOBHU AOBepus K CcpeacTBaMm
TEXHUYECKOW 3awuTbl MHPOpPMaAUUM U CpencTBaM
obecnevyeHns 6e30nacHOCTU MHOOPMALMOHHBIX
TexHonoruu» (OCT3K Poccuu, 2020)» —
no 4 ypoBHW AoBepusa

o «TpeboBaHUA K MexceTeBbiM dKpaHam» (OCTIK Poccuum,
2016), «Mpoduab 3aWMTbl MEXCETEBbIX 3KpPAHOB Tuna A
yeTBepToro knacca 3awuTbl UT.M3.A4.M3» (OCTIK
Poccuun, 2016)

o «lpodunb 3awUTbl MEXCEeTeBbIX 3KpAHOB Tuna b
yeTBEpTOro kJjacca 3awutbl UT.M3.B4.MN3» (OCTIK
Poccuu, 2016)

o «TpeboBaHMA K CUCTeMaM OOHapyXeHUA BTOPXEHUN»
(0CT3K Poccuu, 2011)

o «lpodunb 3awWUTbl CUCTEM OBHAPYXEHUA BTOpPXEHWUN
YPOBHA CeTW YeTBEpTOro Kjacca 3aWuThl.
MT.COB.C4.M3» (OCTIK Poccuu, 2012)

TeX H |nfotecs
2023 !wec

CEPTUDHKAT COOTBETCTBHA

RS Na 4501

Bireces i 0O PCTRCHILE pe CHETEMN CEPTUOHSIN
CREICTU JEUHTH E1DopvaLpin 16 TpeSaraiinast GeIaacso cTie Mo pn
20 aevaSpe 2021 1.

Hugur 28 peratpr 021
Jedcranrensy 1o: 20 ey

un-mmn—umni KOVTOPKS
} MO ey, amareTen
SRR

CTRRIREINX
H OHCTess © Ju;mmnu srcqueanadi,
COVRLDUN, FOTONRILHHMM B QRN TR

(0K
TOTIIAX ERHOE T

2016),  wTpefn
II;L D SR ¢
aupme. WLCOBCA

Mo rannil ML
P Mot

Hoeo samasente o1 0612 2001, eds
TINIte  (arrecTar  sxspes

Xanoen ) alnde
Alpex DN Muipear, 3. 56, CTp. 2, 7T 2, nosseumpeese LX

JAMECHARLL AHREKTOPA @CTIK POCCHI



O6bnactb npuvMeHeHUA TEXHOFees

2.3.1 ViPNet xFirewall 5 .. mpegHa3HayeH AnA UCMNOAb30OBaHWUA B
roCyAapCTBEHHbIX MHPOPMALMOHHBIX CUCTEMaxX AO Kjlacca 3awuuweHHocTu K1
BK/IOYUTENIbHO, Ha BEpPXHEM ypoBHe (YypOBHE AMCNETYepCKOro ynpaB/eHus)
B aBTOMATM3MPOBAHHbIX CUCTEMAX YNpaBAE€HUA MPOU3BOLACTBEHHbBIMU W
TEXHONOrMYeCckKUMmn npoueccamum Jo Kjacca 3awumweHHocTn K1 BKAWYUTENbHO,
B MC nepcoHanbHbIX AaHHbIX AnA obecneyeHuMs YpOBHA 3aWMUWEHHOCTWU
NepCoOHaNbHbIX AaHHbIX A0 1 YypOBHA BKAWYMTeNbHO, B UC obuwero
nonb3oBaHna II knacca.

2.3.2 ViPNet xFirewall 5 moxeT MCNONb30BAaTbCA B YKa3aHHbIX Bblle
cUCTeMax B TOM YUC/ie C Lenbi BbIMOJHEHWA 6A30BbIX U afanTUPOBAHHBIX
Mep 3awuTbl MHOGOpMALMKM B COOTBETCTBUM C TpPebOBaHUAMM, YTBEpPKAEHHbIMU

npukasamm OCT3K Poccum N17 ot 11.02.2013, N°31 oT 14.03.2014,
N21 oT 18.02.2013 u N489 oT 31.08.2010.

2.3.3 Takxe ViPNet xFirewall 5 MoxeT ucnosb3oBaTbCA B
ABTOMATM3UPOBAHHBIX CUCTEMax ynpaBneHua, UC M MHPOPMALMOHHO-
TeNeKOMMYHUKALMOHHbBIX CeTAX, KOTOpble OTHECEHbl K 3HAaYUMMbIM 0b6beKkTam
KPUTUYECKOW MHOOPMALMOHHON UHPpacTpykTypbl (Janee - KUN) po kaTeropwuw
3Ha4ynMmocTnM6 K1 B COOTBETCTBMU CO CTaTbeh 7 depepanbHOro 3akKoHa

oT 26 wuwna 2017 r. N 187-03.
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Next-generation Firewall X eer

(NGFW)

o 0b6wenpuMHATO M3 cYMTaTb YCTPONCTBAMU, peasU3YyHIMMU
TexHonoruw stateful packet inspection (SPI) ceTeBoro
Tpaduka. MD pasrpaHuyMBaeT AOCTYN Ha OCHOBe
5 napameTpoB: agpeca OTnNpaBuTena U noaydvdaTtens,
nopTbl OTMpaBUTeNnA U nonydyaTtena, npoTokon L4.

M3 cnepytwero nokoneHus (NGFW) B ponosHeHuu

K obwenpuHATOMY pa3rpaHUM4YeHu AOCTyna npepocTaBnfaeT
BO3MOXHOCTM MO BbIABJIEHUI0 U BJOKUPOBKE COBPEMEHHbLIX Yrpo3,
Takux Kak: BpepoHocHoe [0, aTaku YypOBHA NPUNOXEHUN.
CornacHo onpepeneHui Gartner NGFW ponxeH COCTOATb MU3:

o CTtaHpapTHoro M3 SPI

o BCTpoeHHOW cucTeMbl npepoTBpaweHna aTtak IPS

o CUCTeMbl KOHTPONA NMPUNOXEHWUN

o Extrafirewall intelligence
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ViPNet xFirewall
C nepBoro B3rnasga
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ViPNet xFirewall 2022 X O pecT

Next Generation Firewall

Standalone Next Generation Firewall
: : : Threat Prevention
Firewall/VPN Intrusion Web Proxy

Prevention \
NGFW

00 pPBees)
Antivirus Web-Filter

Firewall App Intrusion

@ @ VPN Control Prevention

Sand-box SSL Inspection ‘ '

Release 2022



Yyto Takoe ViPNet xFirewall TeXHepect

C Firewall )
C Intrusion Prevention Gateway Antivirus )

C Segmentation }{{ ::‘ge2§; f ] [J | 4—( URL-filtering )
< — = _

C Application Control C User Identity ) SSL Inspection )
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MoaoenobHbin paa xXFirewall

TecTupoBaHne no RFC-
2544 UDP 1514 byte XF5000

HEET R
xF1e00 /D @

O 45 000
xF100 7 600 MbuT/C
MbuT/C

Manbin u KpynHble Hon
cpeaHUn 6usHec npeanpuaTUs
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Application Control -
KOHTPONb NPUNOXEHUN
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o Palo Alto Networks -
3625 npunoxeHuu

o Cisco - 3701
NPUIOXEHUN
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User Identity -
naeHTUPMKaUuA nosib3oBaTesien

ACCESS CQ-NTROL
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MHTerpauua c Microsoft AD TeXtepecT

[5e3 KNANEHTCKaA uaeHTuduMKauma ]
o XFirewall ucnonb3yeT TeXHONOrMUYeCKYyi
y4yeTHyw 3anucb MS AD c ee nomoubio ¢ M
npoussoauTca 4YTeHune EventlLog ] 0\
o CuHXpoHu3auma c MS AD kaxable 5 cekyHpA f."

v .

~—

o JlonycTtumoe BpeMA OTCYTCTBUA CBA3MU e,

-
k
1800 cekyHA
Mcnonb3oBaHWe y4eTHbIX 3anuceu LA
nonb3oBaTtenen MS AD B npaBunax ¢uabTpauuu ~—

o OTcyTCcTBYeT NOTpebHOCTb B «MNPUBA3KE»
nonb3oBaTenen K ip-agpecam

o OTcyTcTBYyeT NOTpebHOCTb B «MPUBA3KE»
nosb3oBaTesien K YyCTPOUCTBaM




Bring Your Own Device
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BYOD -
npuHecu cBoe
YCTPOUCTBO

n pabortau
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Captive portal -
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ayTeHTUPMKauma C nomoubl bpaysepa

o WpeHTudukauma nonb3oBaTenen,
ncrnonb3ywmx Linux kKomnblTepbl,
iPhone, iPad u Android-
yCTpoOMCTBa

o MNpepocTaBneHne KOHTPOIMPYEMOTO
AOCTyNa noapsafyYvMKam, napTHepam

o ABTOMaTu4yeckoe nepeHanpasJieHue
Ha MNopTan ayTeHTudukauum -
Captive Portal

Captive portal

8 e O

ViPNet xFirewall NHTtepHet

-
EH —
——J ',

LDAP-cepBep

Ana Takux nosb3oBaTesiell MOXHO CO34aTb MNOAUTUKY
C OrpaHMYEeHHbM AOCTYMOM K pecypcam KOMMaHuw,
MOTOMY 4YTO WX YCTpPOMCTBa MOryT 6biTb 6e3
CpeacTB 3aWuThl.
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Intrusion Prevention - COB X eer

INTRUSIONSDETECTION
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Cncrtema npepoTBpalieHUA
BTOPXEHUMU

MpenoTBpaLLEHUEe BTOPXKEHUI BKIOYEHO Jypuan peructpayun IP-nakeros

@uneTp IP-nakeToB ~
v {é}l MapameTpbl C(— ObHoBneHue Basbl  §]] - _

Eﬂ CTatmcTUKa M RypHarbl A

CocToRHWE CHCTEMbI Q_ nouck npaeun...

CratmcTuka

Ea MeKceTeBoi akpaH ~

MpaBuno npefoTBpaLieHua

CraTtyc NeitcTBNe

MpuaHaku IP-nakeToB

Monb3oBaTENb CETH: Nwboit v
Cetegbie GunLTPbI ~ current_events (9) MpunoxeHue: Twoboe v
~ exploit (620
NAT Y MpUKNagHoi NnpoToken TNiotoit v
“AM EXPLOIT iframe SRC JS XSS on IE test detected” Bkn BnokMpoEaTts
Tpynnbi oGbekTos - ~
“AM EXPLOIT Yahoo Widgets Engine 4.0.4 YDPCTL DLL ActiveX DoS attempt (short type)” BKn EnokmposaTs TPBHENOpTHbIA npoToKon Boe nporokons!
Mpokcu-cepaep “AM Exploit Firefox 46.0.1 - ASM.JS JIT-Spray Remote Code Execution” Bkn Bnokmposats Cereroil uHTepdeiic: Bee ceTeBble MHTep(eiicol ™
MonNb30BATENN CETH “AM EXPLOIT Yahoo Messenger 8.1.402 YVerInfo.dil 2007.8.26 buffer overflow exploit detected” Bkn Bnokupoeath
Tun Tpaduxa: Becb Tpadux v
o “AM EXPLOIT CA Internet Security Suite 2008.0 ActiveX Control Arbitrary File Overwrite exploit detected” Bkn BnoknpoBath
U TpegoTBpalieHe BTOPMEHHE .
"AM EXPLOIT Facebook ImageUploader4.1.ocx FileMask DoS exploit detected” Bkn BnokupoeaTh Tun IP-agpeca: Tiogoit v
E CeTenble HaCTPOKK A . . .
AM EXPLOIT IBM DB2 Universal Database 9.1 FixPak 4a XML Query Buffer Overflow exploit detected Bkn ENokUpoBaTe Tpancnaums IP-nakeTos: Bee v
Cobbithe: BrnokupoBaHHble IP-nakeTbl ~
pynna npaeun IPS: TMoBan v
Mpaeuno IPS: TNioGoe v

Haiith BOCCTaHOBMTL 3HAYEHHA N0 YMONYaHWID

19




Nopagok npumeHenusa npasun IPS  ™Hegecr

4 N\ 4 N\
JaTb KomaHay
moaynwn M3
ObHapyxeHa aTaka Ay
610KMpOBaTb
ceccuio
(& J (& J
AHanns IPS
4 N\ 4 N\
JaTb KomaHay
ATakK He mogynw M3
obHapyxeHo NPOAOIXNTb
aHanus
(& J (& J
IP-ceccun
4 N\ 4 N\
MpumeHnTHL
BoiABneHa paboTa NONINTUKN ONA
npuUaOXeHnA nosnb3oBaTens
N NpUNOXeHnA
(& J (& J
AHanus DPI
4 \ 4 \
MpunoxeHue He MpumeHnTHL
yAanochb nonmTukn 6es
onpepennTb nonb3oBaTenen
(& J (& J
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Gateway Antivirus - TeXH O eer

IWIH30BOU AHTUBUPYC
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NoagepKka necoYHuL, TEXHQg

o TecTupoBanca cueHapuh NpoBepKU Ha
cofepxXaHue BpefoOHOCHOrO KOHTEHTa
¢ainoB, 3arpyxaembix M3 ceTn UHTepHeT B
«neco4yHuuy» ATHENA 4yepe3 cnyxby npokcu-
cepBepa xFirewall no npotokony ICAP

[MpoBepka dannos
B CUCTeme

ATHENA

o MexceTeBoin skpaH ViPNet xFirewall
CNYXAT WIK30M Mexay NpPUIOXKEHUAMM,
PYHKLMOHMPYHWMMM HA Yy3/1aX JIOKaJbHOW [::ﬁgg

CeTU, U BHEWHUMU CeTeBbIMU pecypcamu,
K KOTOpbIM 3TW MNpPUIOXEHUS obpawalTca
(BbINONIHAET QYHKLUMM NPOKCU-CepBepa) e

o CucTema AVSOFT ATHENA paboTaeT robsoRATEN
Ha OCHOBe KOMbWHaLUMU TEeXHONOorumn
MyJ1IbTUCKaHepa N «necoYHuubl» OnA
nccnepoBaHuma GannoB Ha Nopo3puTesibHoe
cogepxumoe U nosBefeHue cylecTBEHHO
NnoBblllaeT TOYHOCTb pe3y/ibTaTa MNpPOBEPKU

NHTepHeT
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SSL Inspection - aHanu3s SSL TeXHOS
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Knaccupukauma SSL TeXHO e

o Paspewntb TOT SSL-Tpaduk,
KOTOpbIN U3BECTEH:

o Yandex, Google, Facebook* un T4.

o bnokupoBaTb M3BECTHbIN SSL
3anpeweHHbIX MoJIMTUKON
NPUIOXEHUN : CouUasibHble CeTu,
mMecceHaxepbol U Th4.

o 3anpeTuTb OO HEN3BECTHbIN
SSL-Tpaduk

*KomnaHusa Meta npusHaHa B Poccuu 3KCTPEeMUCTKON OpraHu3auumen 24



Tex H infotecs

CxeMa npoBepku Tpaduka 5 S PECT
HoBas ceccus L3 ceccusa DPI BbiABNnAeT
pa3peleHa SSL Tpaduk
v
Heobxogumo nwu AHanuns KoHTeHT
SSL pacwudpoBaHHOro —> lNpoBepka IPS n AHTUBUpPYC
pacwvdpoBbIBaTH Tpaduka DPI aHanus3
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Forward proxy decryption X edecr

KopHeown ceptudpukar MC3 (Firewall)

) =
[Monb3oBatenb YcTaHoBAeHue YctaHoBneHue BHewwHWiA cepsep
SSL CoeanHeHun

SSL CoeanHeHns
@ >
y @ £ ) @
YB"T’\:}

ﬂ%wv

MC3 noanucbiBaet rj E Cepsep BbICblnaeT
konuto Ceptndukara CBOW cepTudumKaTt CepTudukar
CepTudmkar MCD cepBepa CBOMM KOPHeBbIM MC3, nosyyeHHbIN cepBepa
(cuHWii) goBasaseTcs cepTupukaTom (crHnii) B ny6anyHom YL, )
8, CHICOR (yaocToBepatoLLnii
AoBepeHHbIX EW LieHTP) (cepeii)

KnneHT noaTBep>aaet KopHeBol ceptudukat MC3

& CeCcCUOHHbIN
o

CeCCUOHHbIN
Koy 1 > KoY 2 C?
. B )
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Nyqume npakTukn SSL Inspection ™Hegeer

OnacHo OnacHo
e @ Baoknposatb Bnokuposatb
CamonoganucaHHble ceptudukarbl YcTapesLune Bepcun NpoToKooB/
HepoBepeHHble cepTudUKaThbl Hebe3onacHble BepCu MPOTOKO/0B
WcTekwwne ceptudmkars Hectolikvne npoTokonbl WrndposaHma

370 3aKOH Bce ocranbHoe
‘ He pacluimdposbiBaTh PacwmndppoBsatb 1 3aWmUTUTL
MeanumHckve Q ?
nepcoHabHble JaHHble
Focycnyrn

baHkoBckue/prHaHCcOBbIE
TpaH3akuum (nepesosbl)

Onnarta ycayr
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PesynbTaT TeXHOpecr

B ViPNet Firewall VA X @ Awmusupyc npesotepaTan sarpy X 4

&« (¢} @ secure.eicar.org/eicar.com.txt

& Ceptudukar
Obuwme Cocras [MyTb cepTHbMkaLym

MyTe CEPTUAMKELIK

[l wfva-32fe001f

|

NBUPYC NpeaoTBpaTUJI
3arpysKky

MpockoTp cepriiaTa 3anpawmBaemslii paiin 3a6noknposaH
b K CBOEMY CEeTeBOMY aAMWHWCTpaTopy, ecan Bbl cunTaete, 4To ato HenpaesuibHO.

CocrosHme cepTidwkata:

STOT cepTMdMKET aeficTBMTENEH,

22, AQ «MHpoTeKC»
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ViPNet xFirewall - TeXHOpecr
NoBbLILAaeT OCBEAOMIEHHOCTb

i%é:/;:@\/cé)%\

N AN :'?J—J/

.

MakcumanbHas 3aumMTa OT CceTeBblX 3awnTta OT BUPYCHbBIX YMeHblleHne
BUAUMOCTb - aTak - OJIoKMpoBKa aTak NOBEpPXHOCTU aTakwu
éunbTpaumua Ha 7 aHOManunih, 3anpeTHbIX
ypoBHe ISO OSI KOMaHA
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JJOpOoXHaA KapTa



MnaH pa3paboTku 2023

PocT ckopocTu Moppepxka HA-Cluster
B ~10 pas npotokona BGP
S
&0
9 N d
URL-dunbTpayma Moppepxka PBR, Moppnepxka
no KaTeropuam DGD rpynn MS AD

Tex H @ infotecs
2023 !QeCT
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Cnacubo 3a BHuUMaHwue!

Anekcen JlaHunos
PykoBoaAuTenb HarnpaBieHUA
e-mail: danilov@infotecs.ru
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