He KaBbliMKOU eaUHOW

CanuTbl aomawTca!

TEXH@ e WA 0630p HeTpuBMaAbHbIX
Lol = *QeCT gow aTaKk Ha Beb-

\ TEXHWYECKUA S NPpUIOXKEHUA
s OECTMBA s

AnekcaHap [lywKuH



Agenda

* ATaku Ha Beb. ObLiaa kapTuHa
* Ataku Ha OAuth 2.0
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RE A

ATakun Ha Beb. ObLaa kapTuHa




[loueMy aTaku Ha Beb Bcerga akTyanbhbte: gy

decT

CaiiTbl Beo- AP Cucreml uT.o.

NPUNNOXEeHUA ynpasiaeHuA
ik ;

dpernmBOpKHU

CTOPOHHMe - = -
KOMMOHEHTbI ’ ‘

, _ -
Beb-cepBepa ”"

OC

Csoi Kop, /‘/ f‘/

Ll -
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Uto Tam ¢ OWASP TOP 107 TeXHOgE L

2017 2021
A01:2021-Broken Access Control

A02:2021-Cryptographic Failures
» A03:2021-Injection

(New) A04:2021-Insecure Design
=% A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization (New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities / A09:2021-Security Logging and Monitoring Failures*

A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*
* From the Survey

A01:2017-Injection
A02:2017-Broken Authentication
A03:2017-Sensitive Data Exposure
A04:2017-XML External Entities (XXE)
A05:2017-Broken Access Control
A06:2017-Security Misconfiguration
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KTO n3yyaet atakun Ha Beb? ST AN
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KTO n3yyaet atakun Ha Beb? ST AN
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KTO n3y4aet ataku Ha Be0? TN Qe

B3J/IOM

YassuMocTb B Laravel. Pazbupaem

Top 10 web hacking Y
techniques of 2020 IKCTJIOMT, KOTOprM AaeT Yﬂam’—‘HHOE

BbinosiHeHUe Koaa B nonynspHoM PHP-
i U speAusopie

ally, 12052021 © Kommentapum @ 19,396 <) [106aBMTb B SaKNafKu

&1 PortSwigger
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ATakn Ha OAuth 2.0
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OAuth — OTKpbIThIM MPOTOKOJS1 aBTOPU3aLUN, KOTOPbIN
NO3BONAET NPeaoCTaBUTb TPETbEN CTOPOHE OrpaHNYeHHbIN
[OCTYN K 3alUMLLEHHBIM pecypcam nornb3oBartensd 6e3

HeO6XOLI,I/IMOCTI/I nepenaBaTtb eun JIOrnH u NnapoJsib
©Bukuneaunsa
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TeXH infotecs
OocTyn K MHPOPMaLIMOHHBIM = *PecT "‘

pecypcam ropoga MocKBbi

Bxoa Ha OduunansHbIi canT Mapa
MockBbl

@B Trello

Norux (tenedon, email unu CHUNC)

Bxog B Trello Beeaute naponb ®

. _ _ - - - BoccTaHoBWTb na ponb
FH2HMTE 34pec INSKTPOHHOW NouTe Ll_v)KOH KOMMNBIOTER

Baegre napons

——— nalogran

wnu
WK
TE.I'IE¢IDH, WMA NONB30BEATENA WAK 20, agpec
G Boiiti uepez Google rocycny ru
Mapone
B” Boiit uepez Microsoft
@ BoitTn no C6ep ID
‘ Boiith uepez Apple
]
) 1 @8 0 8 =
5% BoiiTh uepes Slack MK

804 ¢ rovaws S50 BOWTU NO 3NeKTPOHHOA NoANUCH

1 Boiitk uepes Facebook

He yaaetca solm? « 38perucIpMpOBaTE aKKaYHT
HeT akkayHTa? 3apermcTpUpoBaThea 3atelnm napone?
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YazsumocTu B peanmn3aunn OAuUth acreees: N

1. Tlony4yeHune goctyna K YyBCTBUTESIbHON MHAOpMaLMK
nonb3oBaTend

2. 0O0b6xop ayTeHTUUKaLmnmn




OAuth ocHoBHON NMOTOK... [SECI A

1. Tonb3oBaTenb (Brapenel) BbldnpaeT BapnaHT BXoAa Ha
CTOPOHHEeEe npunoxeHue (KrnneHT) ¢ NOMOLLbIO NpoBangepa
OAuth (Cepsep)

2. Bnapeneu npoxoaut ayteHTUduKaumto Ha Cepeepe u
pa3peluaer KrmeHTy OOCTYN K HEKOTOPbIM AAaHHbIM

3. Bnapenel, ocyuwiecTBnaeT Bxoa Ha Knnenre
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Knnent Cepsep B
FOCYCNYru o Te)(Z!;! (D%CT "‘

= Cepsep
Bxoa Ha OduumnansHein cant Mapa @

Mocksbl onn rocycnyru Eﬂuuan aucTema

MM 1 ayTeHTU

Doctyn K UHGOPMaLMOHHBIM
pecypcam ropoga MockBebl

Kyna e MOXHO BOITH C
naponem ot locycnyr?

Norux (tenedoH, email unu CHUNC) +7 (926)-5

JApyro# nons3oBarens

naponb @ BXOA

[Ana noptana lNocycnyr

Bse,

_ BoccTaHoBUTL Napons ceessecsccee Moxasats
Yysxon Komnbiotep

Bseaute koa noatBepxaeHna us SMS-
C006LUEHHUA, OTNPABNEHHOrO Ha

Boii HoMep +7(926)xxxxx59
Brapenel
wnu A He 3Hato naponb -3“86023
rocycnyru
@ Bowtu no Céep ID
1 6@ 00 2 | Knnext |

Bo#Ti no 3nekTpoHHOR noanucK

acTb  Kapta MoiipaitoH  MHCTpykuuu — O6parHas censs Q

1 3NeKTPOWHAR Meaxapta MownnaTexu  [onyuuTs QR-KOR  IMEKTPOHHbIA AHEBHIK

Cepreii CobsiHMH pacckasaj, kak B Mockse
npoiger leHb ropoaa
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[ToTOK C KOOOM noAaTBepXaeHna [SCCTE A

2021 sweCT

Knnent Bnapgeneu

pecypca

1. 3anpoc Ha
aBTOpM3auUMIO

2. Bxoa n
noaTsepxaeHue

3. Kog,
aBTOpM3aUUMK

[ 4. 3anpoc TOKeHa ]

[ 5. TokeH ]

[ 6. 3anpoc AaHHbIX NO/b30BaTe A ]

[ 7. [laHHble nonb3oBaTtens ]

J 8. YcnelwHbin
'L BXOZ,
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[TOTOK C KOAOM NoATBEPXAEHNS

EECTT A

GET /auth?client_1d=99999&6redirect_uri=https://client.com/callback&response_type-codes

scope=openid¥%20@profile§state=ae13d489hd00e3c24 HTTP/1.1
Host: oauth-server.com




[TOTOK HEABHOro AocTyna eXtOpecr T N

Knnent Bnapgeneu

pecypca

1. 3anpoc Ha
aBTOpM3auUMIO

[ 3. ToKkeH ]
4. 3anpoc gaHHbIX NONb30BaTeNA

| 5. [laHHble nonb3oBaTensa |

2. Bxoa n
noaTsepxaeHue

J 6. YcnewHbin
'L BXOZ,
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[TOTOK HEABHOro gocTyna TeXHOs . N

= =*QecT

GET /auth?client_1d=999996redirect_uri=https://client.com/callback&response_type=token&

scope=openid%20profilegstate-ae13d489bdo0e3c24 HTTP/1.1
Host: oauth-server.com




mos.ru + gos

uslugi.ru eiogEe TN

Request
|Raw | Params | Headers | Hex |
Name Value ) .
GET aas/oauth2/ac?timestamp=2021.09.07+09%3A38%3A58+%2B0300&state= || G 650°c16573des
Connection o}:
Upgrade-Insecure-Requests 1
User-Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.3€
Accept text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed:
Sec-Fetch-Site cross-site
Sec-Fetch-Mode navigate
Sec-Fetch-User 71
Sec-Fetch-Dest
Referer I https://login.mos.ru/ I
Accept-Encoding gzip, deflate
Accept-Language en-US,en;q=0.9
Request

'Raw |Params | Headers | Hex |

GET request to /aas/oauth2/ac

Type
'URL
URL
'URL
'URL
'URL
'URL
'URL

27.10.2021

'Name Value

timestamp 2021.09.07 09:38:58 +0300

state I 509c16573de

scope email id doc kid birthdate http://sf.gosuslugi.ru/data kid_fullname vehicles kid_gender
| redirect_uri https://login.mos.ru/sps/auth/esia/callback

client_id 105806771

client secret MIAGCSqGSIb3DQEHAqCAMIACAQEXDjAMBggqhQMHAQECAgUAMIAGCSqGSIb3DQEHAC
response_type code

MEPCMEKTVBHbIA MOHUTOPUHI




O6xop, ayTeHTUdMKaLMN Yepes NOTOK HESIBHOMO JOCTYNa

TEXH@ irvwiees
2021 gweCT

KnuneHt Bnapeney, Cepsep

(couceTb)

(6n0r) pecypca

hackable-
client.net

‘_[ 2. Bxoa v noateepxaeHune oauth-
server.com

3. TokeH

4. 3anpoc AaHHbIX NoNb30BaTeNA

| 5. [laHHble nonb3oBaTens |

[ 6. YcnewHbli BXxog, ]

»
gl N

https://oauth-server.com/auth?client_id=s4ahbdob@kf306&redirect uril=

https://hackable-client.netfoauth-callback&response_type=token&nonce=-
Gscope=openid%20profile%20email

MEPCMNEKTUBHbIV MOHUTOPWHI
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O6xop, ayTeHTUdMKaLMN Yepes NOTOK HESIBHOMO JOCTYNa

KaneHt

Bnapeney, Cepsep
(6n0r) [ 1. 3anpoc Ha aBTOpPU3aLMIO ] pecypca (COLI,CETb)

hackable-

. oauth-
client.net [

3. TokeH server.com

A

4. 3anpoc AaHHbIX NoNb30BaTeNA

| 5. laHHble nonb30oBaTeNA |

=[ 6. YcnewwHbIn BXog, ]

A
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O6xop, ayTeHTUdMKaLMN Yepes NOTOK HESIBHOMO JOCTYNa

Knnent Bnapeneu,
(6ni0r) [ 1. 3anpoc Ha aBTopMU3aLMIo ] pecypca

Cepsep
(couceTb)

hackable-
client.net

‘_[ 2. Bxoa v noateepxaeHune oauth-
server.com

4. 3anpoc AaHHbIX NoNb30BaTeNA

| 5. [laHHble nonb3oBaTens |

[ 6. YcnewHbli BXxog, ]

»
gl N

https://lhackable-client.net/oauth-callback

access_token=V6TbEBNkaZIzrwbypflgyb35DN1kmIKW1zlv3crjIvV ;explres_1in=
; token_type=Bearer ;[scopetopenid

MEPCMEKTVBHbIA MOHUTOPUHI 22
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O6xop, ayTeHTUdMKaLMN Yepes NOTOK HESIBHOMO JOCTYNa

KnneHt

Bnapeneu,
(6nor) [ 1. 3anpoc Ha aBTOpU3aLMIO ] pecypca

Cepsep
(couceTb)

hackable-

: ‘_[ 2. Bxoa v noateepxaeHune oauth-
client.net [ <

server.com

3. TokeH

A

4. 3anpoc AaHHbIX N0Ab30BaTeNA

5. laHHble nonb3oBaTena

A

[ 6. YcnewwHbl BXxog, ]

»
7\

27.10.2021 MEPCMEKTVBHbIA MOHUTOPUHI

tch('https://oauth-server.com/user', {
s GET
2
Author : 'Bearer ' +
: 'application/json'
}
b
then(r = r. n())
g =
('/authenticate', {
: 'POST',
O |
: 'application/json',
T : 'application/json'

fy({




O6xop, ayTeHTUdMKaLMN Yepes NOTOK HESIBHOMO JOCTYNa

Knnent

Bnapeneu,
(6nor) [ 1. 3anpoc Ha aBTOpU3aLMIO ] pecypca

Cepsep
(couceTb)

hackable-

: ‘_[ 2. Bxoa v noateepxaeHune oauth-
client.net [ <

server.com

3. TokeH

A

4. 3anpoc AaHHbIX N0Ab30BaTeNA

5. laHHble nonb3oBaTena

A

[ 6. YcnewwHbl BXxog, ]

»
7\

"email":"Invalid-email","username":"BAD", "token":"EYdRqrnfuTETtzgmOF2ugAWwQ3GLVm6y2vIrccxiok2"}

HTTP/ Bad Request

Content-Type: application/json; charset=utf-8

Set-Cookie: session=FMbRckdLIHgnFDSITfRiMQAYd3hMoojD; Secure; HttpOnly; SameSite=None
Connection: close

Content-Length: 15

"Invalid email"
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O6xop, ayTeHTUdMKaLMN Yepes NOTOK HESIBHOMO JOCTYNa

Knnent Bnapeneu,

(6ni0r) [ 1. 3anpoc Ha aBTopMU3aLMIo ] pecypca

Cepsep
(couceTb)

hackable-

: ‘_[ 2. Bxoa v noateepxaeHune oauth-
client.net [ <

server.com

3. TokeH

4. 3anpoc AaHHbIX N0Ab30BaTeNA

5. laHHble nonb3oBaTena

5a. BHyTpeHHee normposaHue ]

"email":"GOOD-email", "username”:"BAD","token":"EYdRqrnfuTETtzgmOF2ugAWwQ3GLVm6y2vIrccxigk2"}

HTTP/ Found

Location: /

Set-Cookie: session=FMbRckdLIHgnFDSITfRiMQAYd3hMoojD; Secure; HttpOnly; SameSite=None
Connection: close

Content-Length: @
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Rl A

client registration

A

{ Allowing authorization

{ Unprotected dynamic

requests by reference

Unverified user
registration

Flawed scope validation + +
[ Leaking authorization J

codes and access tokens

Flawed CSRF protection Improper implementation
of the implicit grant type
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CVE TexHogE LN

2021 sweCT

WDB-177761 - CVE-2021-22119

VMWARE SPRING SECURITY|UP TO 5.2.10/5.3.9/5.4.6
ecurity Dulletn /5.5.0 OAUTH 2.0 CLIENT WEB/WEBFLUX RESOURCE
Summary CONSUMPTION

Security Bulletin:|Cross-site scripting in Oauth|(CVE-2013-6738)

Cross-site scripting 1n Qauth ENTRY ~ EDT  HISTORY ~ DIFF  JSON XML  CTI

Vulnerability Details

CVE ID: CVE-2013-6738 Ql vmware

DESCRIPTION:

OAuth /authorize endpoint will return an invalid query param in the response. This allows a script to be injected in the response. CVSS Meta Temp Score Current Exploit Price (%) CTI Interest Score
CVSS:

CVSS Base Score: 43 4 -I $0_$ 5 k

CVSS Temporal Score: See hitps://exchange xforce ibmcloud com/vulnerabilities/89854 for the current score
CVSS Environmental Score*: Undefined
CVSS Vector: (AV:N/AC:M/Au:N/C:N/I:P/A:N)

A vulnerability, which was classified as problematic, has been found in Vmware Spring Security up to 5.2.10/5.3.9/5.4.6/5.5.0. This issue affects an
Any customer using version 1.1 should call IBM Support for guidance. ) . . ) . . . - .
unknown part of the campunen[l OAuth 2.0 Client Web/WebFlux]The manipulation with an unknown input leads to a denial of service vulnerability. Using

Affected Products and Versions CWE to declare the problem leads to CWE-400. Impacted is availability. The summary by CVE is:

| IBM SmartCloud Analytics LogAnalysislvl,l and v12
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lhackerone SOLUTIONS v PRODUCTS v PARTNERS v COMPANY v

28 OAuth 2 Authorization Bypass|via CSRF and Cross Site Flashing Share:

TIMELIMNE

@ opnsec submitted a report to Vimeo. May 5th (5 years aga)
Hello Vimeo Security Team,

There is a vulnerability ir‘api_vimeo_com!oauthlzvhich allows an attacker to ga\rlfull App privilege over a Vimeo victim user accounqwithout user

approval, just by having the victim open a link to the attacker webpage.

Proof of Concept link :
http://opnsec.com/vimeo/vimeoOAuth2Bypass.html

POC requirements :
-Tested on Windows 8.1/10 with Firefox 46, Chrome 50, Internet Explorer 11
-Flash must be active

lhackerone SOLUTIONS v PRODUCTS v PARTNERS v COMPANY v

-You must be logged in Vimeo

POC instructions :

1. Open the POClink 51 Stealing Users OAuth Tokens through redirect_uri parameter Share:
2. Wait a few seconds
3. The leaked infos from OAuth authorization will show in the box.

TIMELINE

4.You can then check your vimeo Apps setting page at https://vimeo.com/settings/apps to see that the app 'OAuthBypass'is

authorized Apps g manshum12 submitted a report to TTS Bug Bounty. Aug 2nd 2 years ago)
| found that https://login.fr.cloud.gov/oauth/authorize has vulnerability b)10pen redirect on oauth redirect_uri }Nhich canlead to users cauth

tokens being leaked to any malicious user.

Step:
1, Clicked on link https://login. fr.cloud .gov}oauth}authorize?client_id:-&response_type:token&redirect_uri =https%3A%2F
%ZFeviI_com%ZFauth%zFcallback&state=-

2, Choose any _gov account to login { Screenshot ) theni believe you will got redirect to evil. com with cauth access token .

Impact

Attacker can using this bug to stolen victim access token , that means he can takeover victim account .

@ magicmouse | HackerOne tizge | posted a comment. Aug 2nd (2 years ago)
Hi @tom2314,
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Mitigation Ha ctopoHe CepBepa exiogaer I

 BepeHue 6enbix cnuckos redirect_uri
* [lpuHyXxageHue K ncnonb3oBaHUo NnapameTpa state

* OcyuwecrteneHne sanuagaunu client_id v BblgaHHOro TOKeHa
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Mitigation Ha cTopoHe KrnneHTa exiogse: I

* [loHnmaHue Bcex atanoB paboTtbl Yepe3 OAuth
* lcnonb3oBaHne napameTpa state
« OrtnpaBka redirect_uri He TonbKo Ha /authorization, Ho 1 Ha /token

« 3abota o client_secret n authorization code
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TeX |—| Q Infotecs

Cnacmbo 3a BHUMaHwue!

NywknH AnekcaHap HecepreeBud

Aleksandr.Pushkin@amonitoring.ru

MoanuchiBaTeCcb Ha HalWuW cCoOLCeTH

EE (F)

: @vpninfotecs




