UHAYCTpUanbHbIN
w3 6e30nacHOCTMU
ViPNet Coordinator

o TeXHin’faecs
IG: nuMHenka =~ OeCT
~ TEXHWUECKAS
Mmoaesieu, KOHOEPEHLNS

BO3MOXHOCTMW

Anekcein BnaceHkKo
MeHepxep MpoAyKTOB
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JINHenKa Waw30s8
6e30nacHOCTMH
ViPNet Coordinator IG 4



JivHenKa waw3oB 6e30MacHOCTH TEXHOpee

ViPNet Coordinator IG 4

Tnna «A» 4 Knacca
Tnna «[1» 4 Knacca no
TpeboBaHuam ®CT3K Poccum

Mo TpeboBaHMAM K

CK3W knacca KC3

/
/

I
|
1
\
no TpeboBaHMAM @ .
OCTIK Poccum N
\\\ .
MADE IN
RUSSIA

lMpousBeneHo B Poccuum

4 Knacc 3awuueHHOCTU no
TpeboBaHuam OCb Poccuu

lMpoBoAgHbIe,
3G/4G, Wi-Fi



BO3MOXHOCTb MCMNOJIb30BaHUA TEXHQ e

3aumnta obvekTOoB KUM ansa Bcex
KaTeropmmn 3HAYUMOCTU > 4
BkAwYnTensHo (ACY, UC, WUTC) (

3aumnta obvekToB ACY TIM Ao Knacca e
3aumueHHocT K1 BKAWYUTENbHO a /5 : s

3aumta TMC po knacca K1
BKJINYNTENbHO

3aumTta UCMNAH o 1 ypoBHA
3alUEeHHOCTH

3auuta UC obuero nosnb3oBaHuAa II —
Knacca J



3aMTa CUCTeM C NnoAakJinYeHueMm K ' HOsEe

ceTAM oblwero noJjib3oBaHUA

o KpunTtownws no TpeboBaHuam OCB Poccuu
(CK3M knacca KC3)

o MexceTeBoi aKpaH no TpeboBaHuAm OCTIK
Poccun (tuna A 4 knacca, [ 4 knacca)

o MapwpyTusaTop n becnpoBogHON poyTep Mo
TpeboBaHnAM MuHKOMCBA3N Poccuu

o 4 ypoBeHb goBepus no TAB (2020 r.)
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HoBbleée UCNOJIHeHUA

-



ViPNet Coordinator IG TeXHOSeeT

— —
infotecs infotecs

WieFi Wi

\ Conscle WAN \ Conscle WAN
: & s [©rn a
E @ 3 | LAN12 |
é & use1-2 m@ USB 1-2 }-‘ ’A [:
':- @ RS-232/485 7 .STAT RS-232/485 7
. [‘.‘ m @ @ ven m @ @®ven
. 0y PSE1 @ [CHl PSE1 @ @
: PSE2 @ N ©= PSE2 @ y [©»
: ?‘ Reset r ® Reset
et Cell GNSS Cell GNSS
5 "B | e e | ® @
‘. 1
i | "
ViPNet ViPNet ViPNet ViPNet ViPNet ViPNet
Coordinator Coordinator Coordinator Coordinator Coordinator Coordinator
IG1o I1 I1G1e0 I1 I1G10 I2 I1G1e0 I4 I1G1e 13 1G100 I5

| |

CepTuénumpoBaHHbie Bavxanwme naaHobl

UCMNOoJZIHEHUA 7



UCcnonHeHue
1G100 I4

By
Wi-Fi Wi-Fi
.
PWR © - pgwe,
Wi-Fi 2
‘ < Reset
cel®| L 1=

2
&

GNDBA

, Sere
| VPN®

'l
l p2e

LAN3 LAN2 LAN1 WAN4 WAN3
a
]
N

|

_Eg
5
i

o0 |

ViPNet Coordinator

NpousBoguTenbHocTb L3 VPN — pgo 100 M6ut/cC
NpousBoguTenbHocTb L2 VPN - pgo 100 M6ut/cC

NpousBoauTenbHoCcTb M3 - go 100 M6uT/C
GSM-mopynb (onuuMoHanbHo) — LTE
Wi-Fi 802.11 b/g/n 2,4 Ty (ONUMOHANLHO)

MopThl BBOAa-BbiBOga: USB 2.0x2, RS-232, RS-485

Pabo4asa TemnepaTypa

TeX H Q infotecs

3MC - T[OCT P51318-22 (CUCMP 22), FOCT CISPR 24 2013 (CUCMP 24),



ViPNet Coordinator IG10 I3, TeXHepec
ViPNet Coordinator IG100 I5

S—
infotecs

MponssoautenbHocTb L3 VPN - go 10 wun 60 Méut/c
Console WAN

MponsBoauTenbHOCTL M3 - oo 10 wn 60 Méut/C

MakcuManbHOe KONMMYeCTBO OAHOBpPEMEHHbIX ceccur - 1000 wu

| : 15000

usaw.zma\w 24B DC,

J QCe\

RS-232/485 m

o @ [Q] » i GSM-moaynb (onumoHanbHO) — LTE

PSE1 @ ) @2 s s

el g . Wi-Fi 802.11 b/g/n 2,4 ITu (onuMoHanbHO)

® Reset . NopTbl BBOAA-BbIBOAA: USB 2.0x2, RS-232/485
|Le“$ QQNSS Paboyasa TemnepaTypa — -20°C* (-40 °C)..+50°C
_m- : 3MC — TOCT P51318-22 (CMCMP 22), IFOCT CISPR 24 2013

e (cncnp 24)

ViPNet Coordiantor IG10 I3
ViPNet Coordiantor IG100 IS5

* na ATl c 6ecnpoBOAHbIMU MOAYASMM



ViPNet Coordinator IG10 I3, TeXepecr
ViPNet Coordinator IG100 I5

CueHapuin 1: POE-MCTOYHUK

éH

MnTaHne 4epes

‘!:E!’ :
= < P>
«— > <Z[ i Ethernet + PoE é

< 1610 I3
1G100 I5

MuTaHue: 12-24B
~220B

Ethernet + PoOE

LAN




ViPNet Coordinator IG10 I3, TeXepecr
ViPNet Coordinator IG100 I5

CueHapun 2: Power Delivery

éH

Ethernet + PoE

(=

MnTaHne 4epes
22— =

PoE

i 1, <3[ 1610 I3 ‘Ether‘net + Po{é
1G1ee I5 _ )

Ethernet + PoE‘@

LA

WAV




Boibop Tuna GSM-mopyns TEXHQ g

3G-moAy b
LTE-moaynb

B komnnekT GSM-moaynA BXOOUT BHewHAA GSM-
aHTeHHa.

BHumanne ! GSM-moaynb ycCTaHaBAMBaeTCA TOJIbKO
Ha npou3sBoacTse!



HOBHM ¢yHKLUMOHAN pennsoB
ViPNet Coordinator IG

13



Nopgaepxka AMHaMU4YeCKUX
UHTepdeUcoB B KacTepe

(4.3.3)

ViPNet
Coordinator
IG

GSM-onepaTop A

ViPNet
Coordinator
IG

GSM-onepaTop B

ViPNet
Coordinator HW

[fa

AI]A

SCADA-Server

TeX H Q infotecs

PaboTa GSM-mopema
B KnacTepe

PaboTta Wi-Fi B knacTtepe

PaboTa AuHaMuyeckux
Ethernet-untepdeiicos
B KJllacTepe

GSM-mopem n moaynu Wi-Fi
MOryT UMeTb pa3Hble
HAaCTPONKN Ha HoAax

BO3MOXHOCTb HACTPOWKM
GSM-mozema ¥ moaynA
Wi-Fi pe3epBHOW HoOAbI



PacumMpeHue ¢yHKLUOHANA
no 6ecnpoBOAHbLIM MOAYNAM

(4.3.3)

TeX H @ infotecs
2022 Q@eCT

ABTOOnNpeaeneHue onepaTtopa
MOOUNBLHON CBA3U

Monb3oBaTeNbCKUA CMUCOK MOBUNBbHbIX
onepaTopoB

OTob6paxeHne M XypHanMpoBaHWE YpOBHA
curHana GSM-mopyns

OTobpaxeHne u XypHanupoBaHue YpOBHA
curHana Wi-Fi-mopynsa

JllobaBneHa BO3MOXHOCTb MPUCBOEHUA
cTaTuyeckoro agapeca uHTepdency Wi-Fi
n3 WebUI (u3 CLI BO3MOXHOCTb
peann3oBaHa B Bepcun 4.3.2)

JlobaBneHa BO3MOXHOCTb MOAK/HNYEHUA
K cKkpbiToih cetn Wi-Fi u3 CLI (u3 WebUI
BO3MOXHOCTb peanu3oBaHa B Bepcun 4.3.2)
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PacumpeHue ¢yHKLMOHaNA 5 ¥ QeCT
no ¢unbtpauum Modbus (4.3.3)

Jo6aBsieHa BO3MOXHOCTb
¢dunbTpauMm No perucTpam
YTEHUS U 3aMUCU C y4eTOoM
06paboTKM aHOMaNMUK

Habop npasun B }

dunbTpaummn Modbus v
Ha4ynHaa c 4.2.3 Ha4yuHaa ¢ 4.3.3

a

a

o
»
» -
» <

a

Transaction ID Protocol ID Length Unit ID FCode

2 bytes 2 bytes 2 bytes 1 bytes 1 bytes N bytes

L J
L Y J Y

Ha4uMHaa c 4.2.3 Ha4yuHaa c 4.3.3




OdunbTpauma npotokona MIK 60870- '“UHE

5-104 (4.5.1)

-
<
o -
» <

A 4

A 4

CTAPT ONMMHA MNONE CTAPTOBbIV MOEHTNOUKATOP
68 H APDU YTMNPABJIEHUA OPEIM ASDU AAHHbIE SilS SO
f bytes 1 bytes 1 bytes N bytes
[ |
CTAP  YMPAB-  CETEBOW
CTAPT ANMHA (MoBTOP) NEHUE AJPEC
4 A
MNMPU4YUHA
_ CTPYKTYPA - nepepaun -
4 A

METKA
_ AAHHEIE BpEMEHN



OunbTpauma npotokona MIK 60870- 'erEt

5-104 (4.5.1)

’ Home p nopTa Ha6op npaeun ¢punsrpauun npotokona MIK104

; TMn MAeHTMd)MKaTopa (Type OHa6opnpaBnnaxmseN

Identifier)
% Hassanue nabopa npasun:
 Appec ASDU (ASDU Address) Hatop 1
. NpeHT Vld)Vl KaTop Tuna AnAa Mpaeuna TPaHCNOPTHOTO ypoBHS  MpaBuna NpUKNagHOro ypoBHs  DOpPMaT NpoTokona

06bEeKTOB MHPOpMaL MK
(Information Object
Address)

@ NobasuTtb Mpasun: 57

W npasun: 06Kt agpe apec OW Ty Jeicrau
For_con ; , 1000-2000 v/ MNponycTute
For_con s , 1000-2000 @ BnokuposaTth
For_con ; , 1000-2000 +/ Mponyctuts
For_con . , 1000-2000 @ Bnokuposatb
For_con p , 1000-2000 +/ Mponyctutb

Coxpanrb m
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YnydueHue mexaHuUsmMoB paboTol
K/facTepa ropsadero
pe3epBupoBaHma (4.5.1)

BbicTpoe nepeknwyeHue y3n0B KaacTepa
ropAYero pesepBUPOBaAHUA Ha pe3epBHbIN y3en
B cnyyae cbos

BO3MOXHOCTb MCMNOSb30BaHUA BUpTYasibHbiX MAC-
afjpecoB AnA ceTeBblX UHTepdenWcoB KnacTepa
ropAavYero pesepBupoBaHuUA

CMHXPOHU3aUMA Tabnuubl OTKPbITbIX COEAUHEHUN
B KJacTepe ropsvyero pesepBuMpoBaHUA

CUHXpOHM3aUMUS BPEMEHU B KnacTepe ropavyero
pe3epBUpOBaHUA




MOHUTOPUHI CTAaTyCOB KaHaJoB
ceA3n (4.5.1)

3G
ViPNet ViPNet
Coordinator Coordinator HW
1G100

LAN
(etho)

G
|

AI]A ;

SCADA-Server

WAN
PLC (eth2)

TeX H Q infotecs

OnpepeneHue:

AOCTYNHOCTH
11308

OCHOBHOrO Wnw3a,
yepes KOTOpbIn
noet paboTta

MOHUTOPUHI NO
SYSLOG

MOHUTOpPUHI Mo
SNMP



PacumpeHue ¢yHKUUN
MOHUTOPUHI A
(4.5.1)

TeX H Q infotecs

MOHUTOpPUHI 0b6OopypoBaHMA No
npotokony SNMP v3

JKCNopT XypHana peruncrtpauunm IP-
naketoB no cetu B dopmaTte CEF
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CepTudmukauuma

22



CepTUdPUKaThl COOTBETCTBUA MO TeXHOf e

TpeboBaHnam OCb Poccum

CepTtudpmkart N CO/124-3550 no TpeboBaHuAM K
CK3MW knacca KC3;

CepTtudpmnkart N CO/525-3926 no TpeboBaHuaM K M3
4 Knacca 3aluueHHOCTH;

Ceptudukat N Cd/124-4247 no TpeboBaHUAM K
CK3W knacca KC3;

AHann3s wuameHeHun M3 4 Knacca 3alUUEHHOCTH;

I'Iepe,u,aH Ha aHa/IN3 U3MEHEHUM



CepTUPuKaT COOTBETCTBUA MO TEXHQ e

TpeboBaHnam OCTIK Poccum

TpeboBaHuna K M3;

Mpodunb 3awnTbl M3 Tuna [ 4 Knacca 3awuThl
(UT.M3.[4.M3);

Mpodunb 3awmTbl M3 Tuna A 4 knacca 3awuThl
(UT.M3.A4.M3);

4 ypoBeHb poBepusa no TAB (2020 r)

lpoBegeHne KOHTponA N3MEHEHUW OTHOCUTEsIbHO BeEpCUU
4.2.4



CepTudukauma no TpeboBaHMAM TeXHOdec

MUHKoOMCBA3U Poccum

Mony4eHol cepTtudukatol Ha MAK ViPNet Coordinator IG 4.3.x
ANA MPUMEHEHMA Ha CeTAX CBA3M obwero MNoab30BaHUA

M TEeXHONOrM4yecknx ceTAX CBA3M KakK obopyaoBaHue
MapwpyTM3auMm M KOMMyTauuu MNaKeToB U Kak 6a3oBaA CTaHUMA
AnAa 6ecnpoBOAHON Mepefayn AaHHbIX CTaHgapTa 802.11 b/g
yacTtoton 2,4 ITu:

N OC-4-P-1385 — Ha ViPNet Coordinator IG10 Il
n ViPNet Coordinator IG100 Il

N OC-4-P1-1384 - Ha ViPNet Coordinator IG10 12
3aperucTpupoBaHbl geknapauum Ha MAK ViPNet Coordinator IG
Ha AN IG10 I1, IG1le I2, IG100 I1 no TpeboBaHUAM:

K abOHEeHTCKMM CTaHuuMaAM cTaHpgapTa GSM-900/1800,
UMTS, LTE, LTE-Advanced

K o6opy,u,osaHmo npoBOAHbBIX N ONTUYHECKUX CUCTEM
nepeanaYu aboHeHTCKOro AJOoCTyna




PeecTtpsl PMO, TOPM, P3N TEXHepee

MO ViPNet Coordinator IG BK/JKWYeH B peecTp
poccuiickoro MO - per.Homep 5102 (19.01.2019)

MAK ViPNet Coordinator IG BKJW4YeH B peecTp
TeNleKOMMYHUKALUOHHOIo 060pyAoBaHUA POCCUNCKOrO
npouvcxoxaeHmsa (TOPM) n B epuHbil peecTp pPOCCUMUACKOM
pagnMosaneKTpoHHON npoaykuuu (peecTtp P3M) (npopneHune
oT 06.2022 r.)
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Baliun
BONpPOChHI
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Cnacubo 3a BHUMaHwue!

Anekcein BnaceHko
e-mail: Aleksey.Vlasenko@infotecs.ru

NHbOpMaLIMOHHDIN CYBER VEDIA
napTHep

MoanucbiBanTeCb Ha Hawu couceTwu

- O e O

vk.com/infotecs news t.me/infotecs news rutube.ru/channel/24686363
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