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SECURITY 1 |' CONVENIENCE

PaboTa ¢ obnayHbMu Boipocwaa mMobunbHOCTb Nepexon Ha MonbiITKa cobncTu
cepBucamu COTPYAHUKOB yAaneHHyw paboty  6anaHc 6e3onacHoCcTb/
yAo6CcTBO
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Sec. 3. Modernizing Federal Government Cybersecurity.

(a) To keep pace with today’s dynamic and increasingly sophisticated cyber
threat environment, the Federal Government must take decisive steps to
modernize its approach to cybersecurity, including by inereasing the Federal
Government’s visibility into threats, while protecting privacy and civil
liberties. The Federal Government must adopt security best practices;
advance toward Zero Trust Architecture; accelerate movement to secure
cloud services, including Software as a Service (SaaS), Infrastructure as a
Service (IaaS), and Platform as a Service (PaaS); centralize and streamline
access to cybersecurity data to drive analytics for identifying and managing
cybersecurity risks; and invest in both technology and personnel to match

these modernization goals.

Executive Order on Improving the Nation’s Cybersecurity
MAY 12, 2021«PRESIDENTIAL ACTIONS
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«CTapbli HOBbIA FoA» XtegecT

Zero Trust (ZT) wnu «HyneBoe poBepue»
— Habop NOCTOAHHO pa3BMBAKIWMNXCA
KoHUenuun n mnaen, HanpaB/eHHbIX Ha
NPUHATUE TOYHLIX peleHun o [ocTyne
cybbekTa K 06bekTy C MUHUMANbHbLIMU
npuBuAernaAMM AnA Kaxporo 3anpoca
gocTtyna.



t TeX H infotecs

KpaTKaAa uncrtopuma kKoHuenuuun Zero Trus w2z S P@CT

ZT CARTA un ZTX
Zero Trust

dkcnept Forrester Yens
AHaNUTUKOM KOMMaHnu KaHHUHT 3M pacuupAaeTt

Forrester JIXOHOM KoHuenuuw ZT, Ha3BaB ee

KMHAEpPBAaroM MNpeanoxeHa Zero Trust eXtended.

KOHLEeNuMA Zero Trust. CneunanucTbl Gartner
OnHaNM3npywT CBOK

KoHuenuuw CARTA.

NMoAaBaeHue HOBbIX
noaxonos

Google nyb6siuMkyeT oOnMucaHue WUX

FeHepanunsauua

UT-uHpycTpua npusHaeT

TepMuH Zero Trust
noaxopga K Zero Trust, Ha3Bas .

Architecture kak obuee
ero BeyondCorp.

Ha3BaHue.

B Gartner Ha3bIBAWT CBOW
mogenb Continuous Adaptive
Risk and Trust Assessment
(CARTA) . 9
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4TO BXOAUT B MOJe/lb «HYJ1€BOIro = QeCT

AoBepua»?

Six Pillars of a Zero Trust Security Model

10
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MpepocTaBneHne pAocTyna B TeXHpecT

KoHUuenuuun Zero Trg§t

&To: Kakoit mosb3oBaTeslb [JONMXEH UMeTb [AOCTyn K
8KTUBY, pecypcy MAW 3NeMeHTY AaHHbIX?
.TO: KaKoe npunoxeHume uncnosb3yeTtcAa AnAa AocTtyna /
~ = K pecypcy?

/ N\ Koraga: B kakoe KOHKpeTHoe BpeMs ocymeCTBnneTcn/

\\ bOCTyn K pecypcy W umeeT AW 3TO NOrUYeCKuit

/ eMbiCn?

r.qe: 3TO MeCTO Ha3Ha4eHunAa nogknw4yeHunAa u OTKyﬂ,a
1HO ¢V|3V|"|eCKV| nnn norm4yeckwu anll.l.l.ﬂO?
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\ flodyeMy: umMeeT NM 3aNpoC KOHTEKCTYasbHbIA CMbICA U
// BelicTBUTeNIeH NN OH, NOATBEPXAEHHbIN TenemeTpuei? \\
\\ kaK: Kakoe YyCTpOWCTBO 34eCb WUCMOJb3yeTCs U
~ _ S BMNUCbIBAETCHA JIM 3TO YCTPOWCTBO B KOHTEKCTHYH M
== horuwyeckyw KapTuHy 3anpoca?
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TexXHONOrMm, C NOMOIWbH KOTOPbIX w2 > QECT
CTpouTCcAa apxuteKtypa Zero Trust

Ana peanusauumm apxMTeKTypbl C Hy/neBbiM foBepuem TpebyeTtcs
HeCKOJIbKO TeXHOJIOrUn:

©)

O

Identity and Access Management (IAM)
Multi-Factor Authentication (MFA)
Endpoint Protection

Zero Trust Network Access (ZTNA)
Microsegmentation

Visibility and Analytics

13
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MpoaykTbl UHPOTeKC, TeXHOfeeT
COOTBETCTBYyHIMEe TeXHOJIoruam
ApxuteKkTypbl Zero Trust

ViPNet ViPNet ViPNet
Coordinator | xFirewall SafePoint

Identity and Access
Management (IAM)

MHorodakTOpHas
ayteHTudpukauma (MFA)

3aumTta EndPoint

(MMKponepumeTpbi)

MukpocermeHTauus

Zero Trust Network
Access (ZTNA)

MOHUTOPUHI U aHaJUTUKA

15



ViPNet Zero Trust kak KOHCTpykTop  '*Hepect

ViPNet ViPNet ViPNet

ViPNet .
VPN TDR VPN xFirewall

ViPNet IDS N5, HS, MC ViPNet Coordinator

ViPNet Client ViPNet TIAS A
ViPNet Coordinator

ViPNet
SafePoint

16



fleucTBuUA ANA AOCTUXKEHUA TEXH@gme

Zero Trust

Pasb6eiiTe
ceTb Ha
CermMeHThl

nppynTe

@namﬁe

MpuaepxuBanTech
NpUHLUMMNA HaUMMEHbWKNX
npuBuneruim

NMonb3ynTtechb Co3paBaitte Pa3BepHuTe

MHOropaKTOpHOM 6e3onacHsle cpeAcTBa

ayTeHTuduKaumen MUKponepuMeT pbl MOHUTOpPUHTIa
M aHanu3sa

17



MpeumywecTBa noaxoga Zero Trust X OecT

0 MaKCuUManbHO YCJ/IOXHAET Kpaxy JAaHHbIX

O YMeHblleHMe MNOBepXHOCTU aTaku

o [llomowb B ynpaB/Je€HUN pUCKaMU

O YCTpaHeHue HexBaTKW cneunmanncToB no obecnevyeHuw 6e30MaCHOCTHU

O nOTepFI dKTYaJIbHOCTU OMMNOPTYHUCTUHECKUNX aTaK

18
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Cxembl peleHuA



ZTA = VPN+xFirewall TXEegecT

+SafePoint+TDR
t:; @'@@—@b

_— _— e e

20



ZTNA = VPN+xFirewall+SafePoint+TDR X OecT

ViPNet Client

e3alWMIEeHHOe MOoAKAIYEHNE K KOPMOPATUBHOW CeTu
*MFA — ayTeHTudukauma nepen noAKAHNYEHNEM

ViPNet Coordinator

e3alMleHHaA CBA3b Mexay KOpI'IOpaTMBHOVI CceTbl M «nosnb3oBaTenAMM AOMallHero od)mca»
eCermMeHTauMAa cetm

eHeCaHKLUMOHMPOBAHHbIA AOCTYN U MNpefoTBpalleHne aTak

ViPNet SafePoint

eYnpaBfieHNe uaeHTUPMKaumein u goctynom (BkwYHaeT MHTerpauuiw ¢ Active Directory)
*MFA — ayTeHTuduKkauma Ans BCeX MNoNAb3OBaTesNeN

ebe3onacHble MOAUTUKKU AN BCeX MoJb3oBaTeNieilt UAM rpynnbl nosb3oBaTenei (Kakue npouecchl,
cnyx6bl, nporpammbl M ¢daiabl MOTYT 6biTb 3anyleHbl NoJb30BaTeNeM)

ViPNet xFirewall
eCermMeHTaUMa ceTu
eKoMMNNeKCcHaA 3awuMTa OT CeTeBblX Yrpo3 Ha BCeX YPOBHAX

ebe3onacHoe MCMNoNb30BaHME MepCOHaNbHbIX YCTPOUCTB B paboyux uenax c cobnwaeHuem MnoauMTuk
6esonacHocTM — BYOD (Bring Your Ownn Device)

ViPNet TDR

*BbifiBNIeHUE Yrpo3 B peasibHOM BpPeMEHU C peKOMeHAauMel Mo UX OnepaTUBHOMY YCTpPaHEHUH

eHenpepbiBHbIA MPOLLECC MOHUTOPUHIa Yrpo3 MHOOPMALMOHHOW 6e30MacHOCTU U OBHApyXeHUs
KOMMbOTEPHBIX aTak




be3sonacHbin goctyn B Internet

c Zero Trust = ViPNet VPN + xFirewall

30Ha OYMCTKM TPaduKa:

+ AHanm3npyeT BXOAAILMIA/ MCXOAALLMIA TPaDWUK Ha HANMUKE CeTEeBbLIX aTak

« PernameHTUpyeT foCTyn K pecypcam MHTepHeT

l

3abnokvmposaHHbIl
OTKPbITLIA Tpaguk

®. o

Moakntouenne g
ViPNet Client K MHTEpHETY WHTepHer V'PNet ViPNet
Coordinator xEirewall

F

F 3

& Pa3rpanqwaaET Aoctyn

K pecypcam no AormHam
nons3oBartenem

. Pa3|’paHH‘IHBaET A0CTyn K

pecypcam no NpuaoxKeHnaM

OTKpPbITbIA TPadguk

3awmueHHbIA Tpaduk

KopnopatmeHan nHpopmaumoHHas cucrema

TEXH@ s
2022 Qq)eCT

22



BesonacHulii gocTtyn B Internet X OecT
¢ Zero Trust = ViPNet VPN + xFirewall

ViPNet Client

e 3auwMueHHoe MnoAK/IlYeHne K KOpnopaTUBHON CeTu
*MFA — ayTeHTuduKauua nepen noAKANYHEHUEM

ViPNet Coordinator

e 3aWMWeHHoe CcOoeANHeHue Mexay KOprnopaTUBHON CeTbH W «NONb30BaTENAMU
AOMalWwHero opuca»

eCermeHTauMa ceTu
e HeCaHKUMOHUPOBAHHLIN JOCTYN W NpefoTBpalleHMe aTak

ViPNet xFirewall

eCermMeHTauna ceTu
e KOMNNeKcHaa 3awuTa OT CeTeBblX Yrpo3 Ha BCeX YpPOBHAX

e be3onacHoe MCno/sb30BaHWe MepCOHasIbHbIX YCTPONCTB B paboyux uenax ¢
NOMHBIM cobwaeHMeM NoAnMTUK 6e3onacHoCTU Komnawum — BYOD (Bring Your
Own Device)

23




Co3paHne muKponepumeTpa X eeT

¢ nomoubiw ViPNet EPP

ViPNet EPP Server  Ba3a gaHHbIX MouTa

| Cexenne 3a aHTUBUMpYCOM: | Q
1@ Autvsupyc paboraet L _ _ _ |p E i
| | Antueupyc Boikn\otcyteteyer |

|© cpaborano cobbime avTuenpyca | 2=k

I'IonbsoBaTJlenb ____________
)

ViPNet Coordinator

®
ViPNet Client 4U
ViPNet EPP

Buaeocepsep TenedoH

LLIndpoBaHHbIN Tpaduk HewwndpoBaHHbIN Tpaduk -+ — >

24
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Co3aaHMe MukKponepumeTpa i e
c nomouwbiw ViPNet EPP

decT

ViPNet Client

e 3alWMIWEeHHOe NOAKJYEHNEe K KOpPNOpaTUBHOW ceTwu
*MFA — ayTeHTuduKauua nepen noAKANHEHUEM

ViPNet Coordinator
ebe3onacHaa CBA3b MexAy KOpNOpaTUBHOM CeTbl U «MOJAb30BaTeNAMU
AomawHero odpuca»

eCermeHTauua cetu

e HeCaHKUMOHUPOBAHHLIN AOCTYN W NpefoTBpalleHMe aTak

ViPNet EPP
e BoiAiBNIEHWE YyrpO3 B peasbHOM BpEMEHW C peKoMeHpauuen no mux
onepaTUBHOMY YCTpPaHEHUI
e OunbTpauna Tpadpuka
e KOHTpO/Ib 3@ COCTOAHMEM YCTpOMNCTBA
e KOHTpONb 3a aHTUBUPYCOM




NooBepem uUTOor, Ha
ViPNet Zero Trust

3auuieHHoe
coefuHeHune

MocTpoeHue wndpoBaHHOrO
TYHHENA Mexay y3namu
3alWMWeHHO! ceTu

ViPNet Client, ViPNet
Coordinator HW/VA

MukponepumeTp

KoHTponb pocTyna
nonb3oBaTesnieil K MporpamMmam,
dannam n poKkymeHTaMm,
ycTpoicTBam. Bcé MO u
CNyx6bl 3awuweHsl OT
M3MeHeHui. KomnnekcHas
3aluTa KOHEeYHbIX TOo4eK OT
aTak M obHapyxeHue u
pearupoBaHue Ha BpefOHOCHbE
pencteua. OTcnexuBaHue
paboTbl aHTUBMpYCa

ViPNet EPP, ViPNet
SafePoint

YyeM CTpouTCH

TEXH@ s
2022 Q¢ECT

Architecture

MukKkpocermeHTauuA

CermeHTauua ceTu ana
obecneyeHna MNoOAUTUK
Hy/neBOro [JoBepus.
PasrpaHuyenne pgoctyna
Ha NpWUKNagHOM YpOBHe,
6e3onacHoe noak/wyeHue
BYOD ycTpoiicTB ¥
KOMMieKCHasa 3awuTa oT
ceTeBbIX Yrpos.

ViPNet Client,
ViPNet Coordinator
HW/VA, ViPNet xFirewall

MOHUTOPUHI U ApxuTeKkTpa
aHaJUTUKaA Zero Trust
rotoBa!

3aWMTa OT BHEWHUX
yrpos,
obHapyxeHue w
pearupoBaHue Ha
HeusBeCTHble Yrposbl

ViPNet EPP,
ViPNet IDS NS,
ViPNet TIAS

26
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Cnacubo 3a BHuUMaHwue!

NMoAnucbiBanTeCb Ha HallM COLCeTH
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