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HoBble ¢pyHKUMM HW 4.5.2 TEXH@ g

o KnacTep BbICOKOW [OCTYMHOCTWU
o HoBble BO3MOXHOCTU MOHUTOPMUHIa H w

o YnydweHuAa Beb-uHTepdenca

o [oBbllleHMe 6e30MacHOCTU CeTeBblX MPOTOKONIOB (_)

o HoBble cepBUCHble QYHKLUU



Knactep BbiICOKOW AOCTYMHOCTMW TeXHOPeer

o bbiCTpoe nepekswy4eHWe kKnacTtepa Mo notepe CBA3U

N NMMTaHUA (

o CMHXpOHM3auuAa ceccun M3 B KnacTepe
o BupTtyanbHoit MAC-agpec AnAa kKnacrtepa

O CVIHXpOHVIBaLI,VIFI BpeMeHN MaCCUBHOINO y3/a KJjacTepa - }

o MuHuUManbHoe BpeMA nepeksyYeHUA KjacTepa
COKpaTunocb A0 1 ceKyHpAbl
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leMOHCTpauua paboTol
KnacTtepa



Cxema AEMOHCTpPaUMOHHOIO CTeHAaA TEXHOmer

® 1% = B0

KnneHT VA 4.3.3 VA 4.5.2 CepBep




Pa3pbiB RDP ceccuu X OpecT

<:) KnneHT oTkpbiBaeT RDP ceccuw Ha cepBepe

O :‘@ :‘@ O

KnueHT VA 4.3.3 VA 4.5.2 CepBep

<:) OTKNKWYaeM BHEWHUW UHTepdenc KoopAMHATOpPA HA aKTUBHOM y3ne

<:> duKCcuMpyem BpemMA BOCCTAHOB/IEHUA CBA3U



Pa3pbiB ceCCUMM Npu cKauuBaHum ¢aitna ' HOgecr

<:> KnneHT uHuummnpyet ICMP 3anpoc Ha cepep (PING)
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et VA 4.3.3 @ VA 4.5.2 CepBep

o 1l

<:> KnueHT ckayuBaeT dann c cepepa (SMB)
<::) OTK/INYAEM BHEWHWI UHTepdeinc KoopauMHaTopa Ha AKTUBHOM y3ne

@ dukcupyem BpemMA BOCCTAHOBJIEHUA CBA3MU 7
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HoBble BO3MOXHOCTM
MOHUTOPUHI A



HoBble BO3MOXHOCTU MOHUTOPUHIA XS eeT

o MNoppepxka npotokona SNMPv3 (+INFORM)

O MOHMTOpPWHI MAaCCUBHOrro y3Ja Kjaactepa 4epe3 SNMP

O MOHMTOPUHI AAaTYMKOB annapaTHon nnatdopmbl (Kpome VA)

o WHTerpauyma 6a3bl SNMP MIB B WebUI i

o YTununsauyma ceTeBbiXx MHTepdencos B WebUI
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[MoBbllleHNe 6e30nNacHOCTMU
ceTeBblX MPOTOKONOB



MoBblweHMe 6e30MacHOCTU CceTeBbIX X aeT

NMPOTOKOJ/IOB

o NMoppepxka npoTokosa SNMPv3

o AyTeHTuduMkauma un wumdppoBaHue SNMP v3
OBLmre HACTPOMKK
o PaboTa Beb-uHTepdeinnca no HTTPS (AES) K2 Pespeusro ree o
[[] PaspewnTs oTnpaexy trap-coobweHuit
@ MonbaoeaTenu

o CaMonoAnuCaHHble U BHEWHUEe CcepTUPUKATHI

MMA NoNb30BaT... X3l LUndpoeaHue Paspelexue

defaultuser MD5 Het Read

o Noppepxka ayTeHTupukaumm OSPFv2

o MaponbHas u Kpuntorpapuyeckana ayTeHTUPMKALMA
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CepBUCHble PYHKLUW



CepBUCHble GYHKLMUM X OpecT

o Bo3BpaT K 3aBOACKUM HACTpPOUKaM
O OTNOXEHHbIN CTapT Ccayxob

O YnpassieHMe oTnevyaTkamu SSH-knw4eu

o YnpaBneHue nepesarpyskon B WebUI

o JlokanbHoe obHOoBNeHue CnpaBO4YHUKOB U KN4 en
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Bo3BpaT K 3aBOACKMM HACTpOMKaM X aeT

CueHapuu Ansa BOCCTaHOBAEHMA paboTOCNOCOBHOCTHU:
o UcTevyeHne cpoka pencTBuA naponeu
o HekoppeKkTHaA CMeHa MacTep-KaHn4ewn

o YTpaTa napofiein agMUHUCTPATOPOM

o HekoppekTHaA HacTpolka

o Cbon B paboTe MO
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Cnacubo
3a BHMMaHue!

NMoAnucbiBanTeCb Ha HallM COLCeTH
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vk.com/infotecs news t.me/infotecs news rutube.ru/channel/24686363
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