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VPN-KAMeHT ana paboTbl
B 3awuweHHblx ceTax ViPNet

[Mpo3padeH ANA NPUIOXEHUN
nonb3oBaTtena n cepsucos 0OC

HeszaBucum ot ¢M3MH€CKMX
KaHaJiIoB CBA3U

Moaoknw4yaeTca K HeOr paHN4YeHHOMY
Ko/m4eCcTBY Ce€rmMeHToB CeTu

Pa3pabaTbiBaeTCA B COOTBETCTBUM
c TpeboBaHusmn OCb Poccum Kk CK3U
Knaccoe KC1l, KC2 u KC3

MNopaepxuBaeT OC Windows, Linux,
Android, ABpopa, macOS, iOS
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ViPNet Client Ha 6a3e eguHoOro
YHUBEpPCANIbHOr0 MCXOAQHOro Kopa
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HoBbin npoTtokon IPliré6
HoBble T'OCThl

NoppepxaHa yHUBepcCasbHAA NULEH3US
AN KAMEHTOB MATOro MNOKOJIeHUS

MopaepxuBaeT knw4n B dopmaTte dst u ds5
MepeHoc knw4yen u3z ViPNet Client 4

SDK AnAa CTOPOHHUX MPUNOXEHUN
MHorodpakTOpHaA ayTeHTudMkauma
MOHUTOPUHI 4Yepe3 mogynb NVS u3 Prime
Moapepxka rpynn cepBepoB COeAMHEeHUN
Peannsauma ¢yHKUMOHana mDNS



ViPNet Client 5. YTo HOBOro TeXHepecT
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o Heckonbko npodunein Ha ycTpoucTBe
o CoBmectum ¢ ViPNet [N, ViPNet CSS Connect

o WHTerpauma c ViPNet EPP (M3 4B OCT3K) + Compliance
_ (ZTNA) - bnokupoBka Tpaduka

e , v B C/lydae OTCyTcTBUA EPP MAM BLIK/IIOYEHHbIX MOAy/en

E besonacHocTb 3a|_|_|V|Tb|

m InasHasn

% CeTesble yansi

3awmra BKIKOYeHa

o MexceTeBOil 3KpaH ANA 3aKpbITOro Tpajpuka
MpuHumaeT npasuna ot Policy Manager
n Policy Management Module Prime

VPN-coequHeHune paboTtaet MposepuTb

2 pabens o YCTaHOBKA M3 MarasuHOB NPWIIOXEHUH WU u3
WHCTannaTopa

(D O nporpamme

o MoppepxuBaeT 60MbWMHCTBO OC, apXUTEKTYyp

n nnatdopm
& Pa3spabaTbiBaeTCcA B COOTBETCTBUU
Cc TpeboBaHuamun OCb Poccum k CK3WU knaccos

KC1, KC2 u KC3
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OcHoBHble npeumyuectBa IP1lir6/INEP6

o Iplir6 + noppepxka IPv6
o HoBaAa ksnw4yeBaa cuctema KS5
o Hosbii TpaHcnopT

o Hosbit dopmaT IPlir-nakeTa - MeXaHU3M 3aWuThl OT
NOBTOpPOB, MNOALEPXKA aKTyasllbHbIX KPUMTOAJrOpuTMOB

o HoBasa mapuwpyTtusauma INEP6 - CHUXeHMe Harpysku Ha
CeTb, YMEeHblieHMe obbeMa CayxebHoro Tpaduka,
nogaepxka IPv6, onTuMuM3aumAa MaplupyToB

MexaHU3M 3aWuUTbI OT nosToOpoOB
O YNyYlWeHHbl# MEXAHW3M 3aWMTbl OT MOBTOPOB MO
TpeboBaHMAM perynaTopoB

o B OTKpbITYH 4acTb 3arosioBka naketa IPlir nomumo
MeTKU BpemMeHu pobaBneH MOpAAKOBbIE HOMep MnakeTa



HoBas mapwpyTusauusa INEP6 TXHQE

lpynnbl cepBepoB PesepBupoBaHue
coeauHeHunn (ICC) NMosblweHne cTabunbHocTn ViPNet VPN-coeauHeHus
e G Y 6narogapAa BO3MOXHOCTU aBTOMaTU4eCKOro
@ nepek/deHna Mexay cepsepamu COeauHeHWN
- B npouecce paboTol

=T -
@' g ’ banaHcupoBKa Harpysku
\

\ . v ; YnpaBneHue U OoNTUMU3AUUSA HArpysku Ha cepsepa
! coeguHeHUn, 06CNyXMBAWWMUX KANEHTCKUE Y3Jibl

JocTyn K 3awuweHHon ceTn U3 UHTepHeT
CtabunbHoe nopknw4veHne Kk ViPNet VPN-ceTu
berncrpaunn yana wa 1CC npu nepekawyYeHUU Mexay pas3/IMYHbIMU CeTAMU,

BuibOp cepBepa coeanHeHuii u3 CC Hanpumep Wi-Fi e LTE
CBA3M ViPNet 6

H



Pe3epBupoBaHue. TeXHepeer

BbibOp NyTHM K TYHHenNw

CueHapuin npuopuTesauuum TYHHeNneh ANA KoopAauHaTopa
Cc meHbwum id - tunnel_priority=min_id
(no ymonyaHuw)

o Y KNMeHTa B CBA3AX KOooOpAWHATOpbl C OAUHAKOBbIMU

| 192.168.18.1
{ hj agpecamun (nepecekawwmeca TYHHeNu)
— o tunnelPriority=min_id
TyHHenMpyeMblM ahpec Coordinator 1 / ID 1 ~
192.168.18.2 n— o BuaumocTb TyHHeneu - peasbHas
Pennukauusa
| _1 192.168.18.1 ViPNet Client 5 C Y - 1
L} 81.30.192.y LeHapuu pesepBUpoBaHUA npuopuTesauun TYHHeneu
— AnAa AKTMBHOIo KoopAuHaTopa C UCMNOJIb30OBaHUEM
" Coordinator 2 / ID 2 . o .
TRy e pec FCcC - tunnel_priority=active_server

o Y K/JIMeHTa B CBA3SX KOOPAMHATOPbI C OAMHAKOBbLIMM
agpecammn (nepecekakwwmeca TYHHeN)

o Bknw4yeH mexaHusm ICC

o tunnelPriority=active_server

o BuauMmocTb TyHHenen - peanbHas



MHOrodpakTOopHas ayTeHTUPUKALMA ' “pecT

3aWUWEHHbIT KOHMYP 0 cemu
o ECnmﬁaxaranoroa
i o ViPNet Client ocywecTBnseT B3aumogencTBUE C CepBEpPOM
F— R ayTeHTudukaumm ViPNet yepe3s REST API
=) ~—m Wnio3 BeHaopa
E L [ o CepBep ayTeHTUPMKaUMM [JoNxeH o06A3aTeNbHO HAXOAUTbCA BHYTpPM
g 3awuweHHon cetn ViPNet
: .g.ba e I
=it YTEHTH
P ViPNet o CepBep ayTeHTuUPukauum npeobpasosbiBaeT 3anpoc no REST API B
- 3anpoc no npotokosny RADIUS u oTnpaBnAeT Ha W3 BeHAopa
o Multifactor Radius adapter peanu3oBbiBaeT BHYTPEHHWH NIOFUKY
@ cien BeHAopa Multifactor no npoueccy ayTeHTudukauum -
V““"""“ B3auMMoOLeNnCcTByA CO cnyxboi kKaTanoros u o06sayHbIM CEepBUCOM
@Firewall MUlti'FaCtor‘
o CepBep npeobpasyeTt oTBeT RADIUS B oTBeT REST API
@“‘e"‘ n otnpasnaet obpaTHo B ViPNet Client
i ama e G el o Ha npuBA3aHHOM K aKKayHTYy Mo/sib30BaTensa MOOUILHOM YCTpOWCTBE
EOURURUY. SR . S ocywecTBNAeTCA reHepauua u/van noaTBepxaeHue 2-ro dakTopa
Monb3osarens (CMC , OTP , Pu S h )
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. AOMUHUCTpaTOp 3anucbiBaeT

NepCOHaNbHbIA KJIY MNOJib30BaTeNAa Ha
BHeWHee yCcTpoucTBOo M 3apaeT [MUH-
KoA O/1A Hero BO BpeMA CO34aHuA
ANCTpUOYTUMBA KJHYen

NMonb30oBaTeNlb CAaMOCTOATE/NIbHO
MeHSieT TUN ayTeHTuoukauuu



Ynpasnenue ViPNet Client 5 TeXHepecr
Yyepe3 custom.yaml

{2 Cooiicrea knmenta: Client 1 [u} X

OcHogHbIE NapamteTpe!

PaclunpeHHble HacTpOHKK
Corsn ¢ ysnamu

Ceran ¢ rpynnami yanos ZanonruTe nenc Toneko At ViPNet Client 4U

Monssosarenn networle
v

Pynnet yznoe privateSubnet: 192,168.0.0
Ponu yzna

- tunnelVirtusVisibility: true
PacLmpenHEIe HacTpoiiki

tepMssDecrease: 100
Aapeca 8o BHewix ceTax
firewall:

Mexceresoii akpar
DNS-cepeepet blockOpenNetwork: true
WINS-cepaept logging:

level: 5

fileSize: 10M

fileCount: 10

OrmpaBAsTs HacTpOiKkN Ha y3en

ok | [ omena | [ Npumenme

@@ ®®®

Cekuua network:

privateSubnet — guanasoH npuBaTHbIX IP-agpecos
ana TUN uHTepderca. 3HadveHue B ViPNet Client
no ymon4yaHuw — 7.0.0.0

tcpMssDecrease — yMeHblieHne napameTpa MSS (MakCUMManbHbIM

pa3Mep cermeHTa) pna npotokosna TCP Ha yKa3aHHOe 4YuC/o
6anTt

mtuOnTun — MakCUManbHbIM pa3mMep UCXOAAWEro nakeTta
Ha TUN-wuHTepdelice ycTpoicTBa B HanTax. 3HayeHue
B ViPNet Client 4U no ymonyaHuw — 1500

enableDnsSD — nouck ycTpoincTte ViPNet B nokanbHoW ceTu no
npotokony DNS Service Discovery pna nocinepywwero
B3aMMOAENCTBUA C HUMKU Hanpamykw (6e3 yyacTus
KoopAuMHaTopa) no npoTtokonam IPv4 u IPv6
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YnpasneHme ViPNet Client 5 TeXHOPecT
Yyepe3 custom.yaml

2] Ceoiicrea wnnenra: Client 1

OcHoBHeIE napamerpi

PaclumpeHHbie HacTpowKK
Cessu ¢ y3namn

Cosit ¢ rpynnann ysnos 3anonHuTe none Tonbko 43 ViPNet Client 4U

Monssosarenn networle
.

pynnetynes privateSubnet: 192.168.0.0
Posuysna

tunnelVirtualVisibility: true
Paciumpertbie HacTpoliki

tepMssDecrease: 100
AApeca BO BHeLUH I CeTX

) firewall:
Mesceresoii akpan

DNS-cepaepsi blockOpenhetwork: trus
WINS-cepeepet logging:

levek: 5

fileSize: 10M

fileCount: 10

OrnpasnaTs HacTpofikw Ha yzen

ok | [ omene | [ Mpumernms

@@ ®®®

Cekumna firewall:
blockOpenNetwork — 6nokupoBka Bcero oTkpbiToro IP-Tpaduka
yCTpoWcCcTBa Npu BKAKWYEHHOM ViPNet-coeanHeHuu
appsVpnAccessMode — pexum JOCTyna NPUIOKEHUA Ha
ycTpoucTBe B ceTb ViPNet. Bbl MoxeTe yKasaTb OAWH U3 Tpex
pEeX1MOB :
all — poctyn B ceTb ViPNet paspeweH BceM
npunoxeHnam (Mo ymonyaHuw)
allowlList — poctyn B ceTb ViPNet 3anpeumeH Bcem
NPUNOXEHUAM, KpPOME MUCKJWYEeHUN, YKa3aHHbIX B
napameTtpe appsAllowlList
blockList — poctyn B ceTb ViPNet paspeweH BceMm
NPUNOXEHUAM, KpPOME MUCKJINYEeHUN, YKa3aHHbIX B
napameTtpe appsBlockList
appsAllowList — cnucok MAEHTUPUKATOPOB MNPUNOXEHUN,
KOTOpbiM paspeweH gocTtyn B ceTb ViPNet
appsBlockList — cnucok uAeHTUPUKATOPOB MPUNOXEHUN,
KOTOpbiM 3anpeweH goctyn B ceTb ViPNet
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ViPNet Client 5 - SDK API TeXHepect

@@ ®

ViPNet Client 5 no3BonaeT peanusoBaTb MHTErpauuw
C NPUKNAZHBIM MNPUIOXKEHUEM, MOAMNUCAHHLIM
cepTudmkaTtom MNHPoTeKC u obecneynTb:

O

(@)

YCTaHOBKY AMCTpuUbyTUBA KJ4eWn
M3 JOoCTynHoro ¢aunna

yhaneHune ANCTpuUbYTMBA KIKHYen
BKK4YeHUe VPN-coeaunHeHus
oTknw4eHne VPN-coeaunHeHusa
nonyyeHune uHbéopmaumm o6 y3sne

NONly4YeHUe YHUKaANbHOro uaeHTuduMkaTopa
npunoxeHna ViPNet Client

12



ViPNet Client 5. WcnonHeHus TeXHepecT

Windows 10, 11

B ) MPS [ MucT

i0S, iPadOS 15.6 wu Bbiwe macOS 12.4 u Bbiwe

Android 8 - 14 (ARM64)

P@®®E®

ABpopa 4, 5
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ViPNet Client 5 for Linux TeXHepect

.
ASTRA LINUX

T
BPE/ICODT

MIRS

Baseg

LT]EL

ROSA
OBl
ELECTRONICS

BCMHTE-E

@ debian

MRS

Ucnonb3yeTcAa BupTyanbHbii TUN/TAP
NHTepdenc

NopfepXka WMPOKOro cnucka
coBpeMeHHbiXx OC Linux

He 3aBucut oT Bepcun agpa OC

KoppekTHas paboTa Ha HU3KOM YypOBHe
MaHAATHOrO0 KOHTPOJIS LEeN0CTHOCTH

Mopoepxka apxutekTyp x86, ARM, e2k,
RISC-V, MIPS

CoBmMecTM C Business mail for Linux
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ViPNet Client 5 TeXHOpecr
for Android/i0S/macOS

Wcnonb3yeTcAa Google VPN API/Apple VPN API

He TpebyeT npaB cynepnonb3oBaTtena (root)
OnoBelweHne o MNoJsyyYyeHUU npas cyreprnosb3oBaTensa
HacTponka BuaumocTtu IP-agpecoB TyHHenew

O O O O

android

o CMeHa aKkTUBHOro KoopauHaTopa u3 cBoeil ceTu ViPNet

o BO3MOXHOCTb B/IOKMPOBKM OTKPLITOro Tpaduka npw
’ BK/I04eHHOM VPN

o PacnpocTpaHeHue npoayKTa 4Yepe3 MarasuHbl MPUSIOXEHUA

m RusStore O 3“3?&‘3<y Store

Google play

##NASHSTORE [ AppGallery

15



ViPNet Client 5 gns OC ABpopa '““"“pecr
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Mopaepxka HoBon OC ABpopa 5 apxuTtekTyp X32 n x64
Moppnepxka OC ABpopa 4

PaboTa c ViPNet CSS Connect 3.x

CoBMeCcTMMOCTb C KJw4eBou cuctemon KS4 un KS5

BO3MOXHO MCNONb30BaTb B CETAX, MOCTPOEHHbLIX MpH
nomownm ViPNet Administrator u ViPNet Prime

YnpasneHune HacTponkamm ViPNet Client
B ynpasnsawwem MO ViPNet Administrator
n ViPNet Prime
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ViPNet Client 5 XegecT

MnaHbl cepTuUPuKaumm no TpeboBaAHUAM
®Cb Poccum

ViPNet Client 5 for Linux - Q2 2025
o CK3M knacca KC1-KC3
o M3 4 knacca

ViPNet Client 5 for Windows - Q4 2025
o CK3W knacca KC1-KC3
o M3 4 knacca

ViPNet Client 5 gna OC ABpopa - Q4 2025
o CK3MN knacca KC1-KC3

ViPNet Client 5 for Android - Q2 2026
o CK3U knacca KC1
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MopnuceiBanTecChb
Ha HaWK couceTH,
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